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SIP Flow Chart
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SIP Authentication Register

User A Proxy

REGISTER ’@

. Authentication Required @ nonce

REGISTER with auth

q hash value

200 OK @
<

hash_value = hash_function(username, password, nonce, ...);

Nonce value from Proxy to user always changes whenever it is
passed through network to protect from MITM attack, so it is hard
for attacker to guess password from hash value.
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SIP Register Flow Chart

REGISTER sip: SIP/2.0

Via: SIP/2.0/UDP 192.168.123.157:5060;branch=z9nhG4bK 782861688

From: " " <sip: >:tag=1548311646

To: " " <sip: >

Proxy-Require: com. firewall

Call-ID: @192.168.123.157

CSeq: 2 REGISTER

Contact: <sip: @192.168.123.157:61291;maddr= >:expires=3600
Proxy-Authorization: Digest username=" ", realm="Realm",
nonce="MTIyNTgyMjM4MjY10TZjMzIANTU3N2RIMGY5YTIyMGYWZWFmYWRIMDdIZjAw",
uri="sip: ", response="8ce5ele9cl21baxxxxdf536d50076347", algorithm=MD5,

cnonce="234abcc436e2667097e7fe6eiab3e8dd", qop=auth, nc=00000001

Is attacker able to guess password from hash value(shown in
response field)?
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Guessing password using brute-force attack

Attacker can get information userame and hash value from packet
capturing, but it is not easy for him to infer password from hash
value directly. So attacker would like to use brute-force attack

method.
hash(*7012345678”, ..., *“0000’) = response?
hash(*“7012345678”, ..., “0001”) = response?
hash(*“7012345678”, ..., “0002”) = response?
hash(*“7012345678”, ..., “0003”) = response?
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How to protect from brute-force attack

If you can not avoid attack,

long password can be good enough!!!

©

1 number : only 1 second.
8 number : 10”8 seconds.

N alnum character : about (10 + 26 + 26) “N seconds.
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SIP Auto Provision
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Sign in to personalize your Google

- wuwwesn ol User inputs username and password

Google has more to offer when you
sign in to your Google Account. You Email:

can customize pages, view - - -
recommendations, and get more Password:
relevant search results. [¥] Remember me on this I re C y O u S e e We Se rV I Ce

4 []

computer.

Sign in on the right or create one for

free using just an email address and
password you choose

Lcannot access my account

Gmail
M Get a fresh start with
email that has less .
pam Don't have a Google Account?
Create an account now
Web History

Have you ever inputted SIP
account information whenever
you would like to use VolP phone
service?
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|s auto provision safe or not?

Auto provision service Is convenient.

But IS IT SAFE?

B8 NetworkLab




Sample of SIP auto provision

User A Provision server

MAC address

username, password and
other information used for
SIP service

Auto provision can be dangerous, and moreover it is difficult for
service provider to change auto provisioning algorithm unless
hardware firmware iIs upgraded.
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Some problems of Korean SIP service

Standard cipher algorithm for VVoIP(SIP over TLS, SRTP and so on)
IS not widely-used yet.

User does not know his own SIP account.
User can not change his password.
He can not help using device exclusively.

Passwords of the specific SSID devices are all the same. Hidden
SSID and its password are fixed and can not be changed. It can be
dangerous because they are all the same.. What happens if it is
exposed?

SIP terminal, Access point device, SIP service and internet service
are different.

B8 NetworkLab

- www.netlab.co.kr



What is SIP?
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Programmer NetworklLab

Gilbert Lee . .
HE

Pro grammer Hﬂtﬂlll'm Il

Gilbert Lee

sip:gilgil1973@gmail.com

SIP comes from not telephone but internet.

All IP age will come true sometime.
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Thank you

author : gilgil
homepage : http://www.gilgil.net

email : gilgil1973 at gmail.com

messenger : gilgil1973 at gmail.com

_
g

BN vcctlsbcoks 0 GEEBUNLLILY



