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Andrei Costin, "Security of Embedded Devices' Firmware - Fast and Furious at Large Sc

Brian Gorenc, Abdul-Aziz Hariri, Jasiel Spelman, “Analyzing Arcane Attack Vectors: Ado
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Gilgil, Yeongsik Moon, "Wireless(WPA) Network Based Packet Dissecting"

MICRO

¢’ TREND

4 | ©2025 Trend Micro Inc.



© TREND?



OOC
20 »

INITTIATIVE

© TREND?



© TREND?



ZERO DAY
INITIATIVE

© TREND?



Disclosures Per Year

1aa.---lI.lIIIIIII||||

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

T R E ’ I D om
. :
9 | ©2025 Trend Micro Inc. z




Six Phases

om
10 | ©2025 Trend Micro Inc. z




Foundational Years

1&--.I|II|IIIIII||||

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

© TREND?
[
4

11 | ©2025 Trend Micro Inc. z




 SecurityFocus ™

Home | Bugtrag | Vulnerabilities | Mailing Lists | Security Jobs | Tools Search:

3Com launches vulnerability-buying program
Robert Lemos, SecurityFocus

TippingPoint, a division of
networking giant 3Com, plans to pay
researchers for information about
unannounced vulnerabilities in major
systems and software and will add
bonuses for prolific flaw finders, the
company announced on Monday.

" There is already an evolving market
around zero-day vulnerabilities--not just
the public one, but in the underground.
There are groups in Eastern Europe that
would love to get their hands on these

- zero-day vulnerabilities in order to make

l:Jnde[rn::rl“lsrprogram: erég'eJ:Scr:I;?s w;]; more effective spyware and phishing
y ¢ attacks. ”

submit details of security bugs to
3Com and the company will make David Endler, director of security research, 3Com
offers to become the exclusive

.. owner of the information. The

.. networking giant will use the information to provide early protection to its customers
and also work with the affected product's maker to fix the vulnerability.

"This program is unique in that it is using the information to protect customers--it's not
reselling the information," said David Endler, director of security research of 3Com's
TippingPoint division. "And, it's giving the information for free to vendors whose
products are affected.”
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TippingPoint Digital Vaccine Laboratories

ﬂ‘ ABOUT

&8 TEAM
BLOG
DVLABS ADVISORIES
H UPCOMING
& PUBLISHED
APPEARANCES
RESOURCES
ZERO DAY INITIATIVE

RSS FEEDS

DID YOU KNOW...

Pedram is the author of Fuzzing:
Brute Force Vulnerability Discovery.
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Contact Us

TippingPoint DVLabs is the premier research organization for vulnerability analysis and discovery, ensuring

TippingPoint customers have the best preemptive protection for vulnerabilities and zero day issues. Our team

consists of industry recognized security researchers that apply their cutting-edge engineering, reverse

engineering and analysis talents in our daily operations. The by-product of these efforts fuels the creation of

vulnerability filters that are automatically delivered to our customers' intrusion prevention systems through the

Digital Vaccine® service.

This site serves as a portal into the research laboratories headquartered in Austin, Texas. Members of our team

regularly speak at security conferences, frequently contribute to various initiatives, dis er and publish security

advisories, and blog about interesting topics.

Feel free to contact us with questions, comments or collaboration requests. Here's the latest in DVLabs news:

Latest News
Macbook Hacking Challenge Wrapup
Apple recently released a patch for the infamous QuickTime flaw which emerged as part of the

"PWN_2_OWN" AKA "Hack A Mac" challenge that we sponsored up at the CanSec curity
>, We ultimately purchased the vulnerability exclusively for $10,000 through our Z

v
y

tive resulting in the security ad posted here. Check out Terri's bloc ing which details the

definitive time line of events and offers some final thoughts on the hacking challenge.

Read mol

Fuzzing Book Announced

will be released on June 22nd 2007 and has been made
available for pre-order. Co-authored by Pedram Amini, this is the first published book dedicated to the

art and science of fuzzing.
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October 12th, 2005

VERITAS NetBackup Remote Code Execution

ZDI-05-001
ZDI-CAN-001

CVEID CVE-2005-2715
CVSS SCORE
AFFECTED VENDORS Symantec

AFFECTED PRODUCTS Veritas NetBackup

TREND MICRO CUSTOMER Trend Micro TippingPoint IPS customers are protected against this vulnerability by Digital Vaccine protection filter ID ['3766'].
PROTECTION For further product information on the TippingPoint IPS: http:/www.tippingpoint.com

VULNERABILITY DETAILS  This vulnerability allows remote attackers to execute arbitrary code on vulnerable NetBackup installations. Authentication is
not required to exploit this vulnerability.

This specific flaw exists within the bpjava-msvc daemon due to incorrect handling of format string data passed through the
‘COMMAND_LOGON_TO_MSERVER' command. The vulnerable daemon listens on TCP port 13722 and affects both
NetBackup clients and servers.

ADDITIONAL DETAILS Symantec Engineers have verified this issue and made security updates available for the supported VERITAS NetBackup
products. Symantec strongly recommends all customers immediately apply the latest updates for their supported product
versions to protect against these types of threats. Please refer to the Symantec advisory for update information:

http:/www.symantec.com/avcenter/security/Content/2005.10.12.html

DISCLOSURE TIMELINE 2005-09-12 - Vulnerability reported to vendor
2005-10-12 - Coordinated public release of advisory

CREDIT This vulnerability was discovered by Kevin Finisterre with exploitation assistance from JohnH.
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301 MICHAEL SUTTON
ADAM GREENE
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Nmap Security
Scanner

e Intro

¢ Ref Guide

e Install Guide
e Download

¢ Changelog

e Book

¢ Docs

Security Lists

e Nmap Hackers
¢ Nmap Dev

¢ Bugtraq

o Full Disclosure
e Pen Test

¢ Basics

e More

Security Tools

o Pass crackers
¢ Sniffers

e Vuln Scanners
s  Web scanners
o  Wireless

¢ Exploitation

o Packet crafters
e More

Site News
Advertising
About/Contact

SECLISTS.ORG

> Dailydave mailing list archives
“

i
By Date By Thread | Search

PWN to OWN (was Re: How Apple orchestrated web attack on researchers)

From: Dragos Ruiu <dr () kyx net>
Date: Tue, 20 Mar 2007 18:00:17 -0700

0K, I'm still grumpy about not getting any decent 0SX security
presentations - not because the vulnerabilities aren't there but
because of legal threats and Apple's general anti-disclosure stance

(I would call it brushing the dirt under the carpet but...:). I've been
trying to involve Apple folks in the security community for years

now with little success. Daniel's post reminded me of the EUSecWest
incident....

What's even worse is the latest ad campaign from Apple, which
smacks a little of the hubris of the Oracle "Unbreakable"
fiasco - funny, but essentially trivializing security to the
masses with that humor.

So, let's see how well a default 0SX install really does in a room
full of security researchers. How long can a default 0SX install
survive? How much Apple @day is really floating out there
undisclosed?

We've done contests with cool tech toys a lot at CanSecWest.
(Yes, there is a sword this year :) This year I'm goign to run
a practical experiment with one, and make a little political
point.
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In the beginning, Pwn20wn exploits only needed one

vulnerability to win.

Use-after-frees were very popular

Vendors implemented to sandboxes to mitigate this

issue.

Assume code execution vulnerabilities exists

Leveraged OS-based Protection Mechanisms

Window Station and Desktop Isolation
Job Object Limitations
Mandatory Integrity Controls

AppContainers
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s E 4
Neu Andern Verwerfen Zeigen

(6] pwn2own

| (g abgebrochen

-
VM-TooIs
Willkommen zu
VirtualBox!

Der linke Teil dieses

PR &3 Administrator: C

Microsoft ows [V n 18.0.16299.309]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Windows\system32>C:\final2\final2\doit.cmd,

v

Globale Tools

v

i > | ¥] Right Windows

256 AM
£ ABRBE g O
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Recycle Bin

VMware
Workstati...

ProcExp

nvxdsync.exe
nvscpapisvr.exe
W svchost.exe
igfx¢
svchost.exe

IService.exe

audiodg.exe
RtkAudioService64.exe
RAVBg64.exe
svchost.exe
svchost.exe
spoolsv.exe
AdminService.exe
IntelCpHDCPSvc.exe
svchost.exe
esif_uf.exe
esif_assist_64.exe
B svchost.exe

i vmnat.exe

# vmnetdhcp.exe

QI)“‘Ia\'esSysSchA.exe

B vmware-authd.exe

i vmware-vmx.exe
vmware-usbarbitrator64.exe
MsMpEng.exe
IntelCpHeciSvc.exe
vmware-hostd.exe
svchost.exe
NisSrv.exe

.~ Searchindexer.exe
svchost.exe

0.08
0.29
<0.01
0.04

7.35% Commit Charge: 30.64% Proc

= O Ask me anything

(=]

Private Bytes

10,588 K
2,832K
728K
1,704 K
2,864 K
26,944 K
1,680 K
5,820K
3,340K
4,008 K
896 K
2,664 K
1,424 K
6,416 K
1,608 K
1,008 K
7,292K
1,888 K
7,404 K
5,908 K
4204 K
536,520 K
2,408 K
121,532 K
1,964 K
27,568 K
1,592 K
15,188 K
26,768 K
4,084 K

n

Working Set
23,856 K
7,592K 1516 Stereo Vision Control Panel ...
1532 Host Process for Windows S...
18761gfxCUIService Module
2008 Host Process for Windows S...
4288
1632 Realtek Audio Service
2192
2248 Host Process for Windows S.
2372Host Process for Windows S...
14,460 K 2484 Spooler SubSystem App
7,752 K 2724 Windows Setup API
7,072K 2760 IntelCpHDCPSvc Executable
2780 Host Process for Windows S...
2812Intel(R) Dynamic Platform a.
2148
2952 Host Process for Windows S...
2960 VMware NAT Service
2968 VMware VMnet DHCP service
2996 WavesSysSvc Service Appli
3032 VMware Authorization Service
5496 VMware Workstation VMX
3040 VMware USB Arbitration Ser.
3064 Antimalware Service Execu
3112 IntelCpHeciSvc Executable
3560
6,760 K 3608 Host Process for Windows S.
7,828 K 3968 Microsoft Network Realtime ...
23,784 K 880 Microsoft Windows Search |

18,724 K 1768 Host Process for Windows S...

IEE 1 annl e e

Company Name

NVIDIA Corporation
Microsoft Corporation
Intel Corporation
Microsoft Corporation

Realtek Semiconductor

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Windows (R) Win 7 DDK p..
Intel Corporation

Microsoft Corporation

Intel Corporation

Microsoft Corporation
VMware, Inc.
VM

. Waves Audio Ltd.

VMware, Inc.
VMware, Inc.
VMware, Inc.
Microsoft Corporation
Intel Corporation

Microsoft Corporation
Microsoft Corporation

. Microsoft Corporation

Microsoft Corporation

cmao0xd

User Name
access denied>

>cess denied>
<access denied>
<access denied>
ess denied>
<access denied>
<access denied
<access denied>
<access denied>
<access denied>
DESKTOP-6FGLS...

<access denied:
DESKTOP-6FGLS...
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
DESKTOP-6FGLS...
- s

Image Type Integrity

64-bit Medium

64-bit Medium

64-bit Medium

AN B T ax E

3:08 PM
3/22/2017
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File Edit View VM Tabs Help

Library

My Comput ti

Window!
) Window(
lash VM
| VMWare
Edge VM
irefox V|
dobe R
} Windo
Ubuntu
Ubuntu \
- Shared VN

Pro

# vmnetdhcp.exe

"‘U)V‘/avessyssvtm.exe

i vmware-authd.exe

B vmware-vmx.exe
vmware-usbarbitrator64.exe
MsMpEng.exe
IntelCpHeciSvc.exe
vmware-hostd.exe
svchost.exe
NisSrv.exe

- Searchindexer.exe
svchost.exe

Isass.exe

winlogon.exe
dwm.exe
3)igfxEM

explorer.exe

EGmsAscuiL exe
M\ RNGUIB4.exe
))RAVBg64.exe

avesSvcb4.exe
OneDrive.exe
procexp.exe

0.41
<0.01
0.05

Private Bytes

Working Set
7,476 K 4,852 K
5,908 K 11,872K
4,036 K 11,464 K
3,048,516 K

52 K

1,908 K

26,956 K
18,796 K
12,728 K
7512K
11,168 K

12,
105,671

2,960 K

4440K

5,848 K
13,644 K 21,992K
7,176 K 28,448 K
2,764 K 9,656 K

PID Description
2968 VMware VMnet DHCP service
2996 WavesSysSvc Service Appli...
3032 VMware Authorization Service
4640 VMware Workstation VMX
3040 VMware USB Arbitration Ser...
3064 Antimalware Service Execut...
3112 IntelCpHeciSvc Executable
3560
3608 Host Process for Windows S..
3968 Microsoft Network Realtime
880 Microsoft Windows Search |
1768 Host Process for Windows S
756 Local Security Authority Pro...
684
20
424
3096igfxEM Module
2140 Windows Explorer
5168 Windows Defender notificati...
5 Realtek HD Audio Manager

5256 HD Audio Background Proce...
5332 Waves MaxxAudio Service A...

5768 Microsoft OneDrive
5880 Sysinternals Process Explorer

Company Name
VMware, Inc

Waves Audio Ltd.
VMware, Inc
VMware, Inc.
VMware, Inc.
Microsoft Corporation
Intel Corporation

. Microsoft Corporation
. Microsoft Corporation
. Microsoft Corporation
.. Microsoft Corporation

Microsoft Corporation

Intel Corporation
Microsoft Corporation
Microsoft Corporation
Realtek Semiconductor
Realtek Semiconductor
Waves Audio Ltd
Microsoft Corporation

Sysinternals - sysint...

J, procexp64.exe 20,012K 35,020 K 3516 Sysinternals Process Explorer Sysintemnals - www.sysint...

1 |vmware.exe 4 K 98,356 K 4968 VMware Workstation VMware, Inc.

B vmware-unity-helper.exe 5,456 K 18,092 K 2384 VMware Unity Helper VMware, Inc.

ﬁjvmware—lray‘exe 1,608 K 8,324 K 5900 VMware Tray Process VMware, Inc.
CamRecorder.exe 873,944 K 784,296 K 600

CPU Usage: 17.68% Commit Charge: 34.26% Processes: 80 Physical Usage: 40.75

-] O Ask me anything

To direct input to this VM, click inside or press Ctrl+G

& O Ask me anything

User Name
<access denied>
<access denied>
<access denied>
DESKTOP-GFGL(%_...
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
DESKTOP-6FGLS..

<access denied>

DESKTOP-6FGLS...
DESKTOP-6FGLS.
DESKTOP-6FGLS...
DESKTOP-
DESKTOP-6FGLS...
DESKTOP-6FGLS.

DESKTOP-6FGLS.
DESKTOP-6FGL!

Image Type Integrity

64-bit Medium

bit Medium

64-bit Medium
64-bitMedium
64-bit Medium
64-bit Medium
64-bit Medium
64-bit Medium
32-bit Medium
32-bitMedium
64-bit Medium
32-bitMedium
32-bit Medium
32-bitMedium
64-bit High

A T W)

A B T oax EEH

3:49 PM
3/22/2017

3:49 PM
3/22/2017
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biSak hat |
USA 2015

W & NN (_ollenges with Adapting “Assume Breach'
7 g R \§ « Mitigations are primarily reactive

\ .
A if driven by ITW data CFG: suppress sensitive APls

N,

n \Q, Flash: Eliminate RWX ATL thunks
N
=

3 Reactive [‘nitigations take time to Junctions: Prevent sandbox processes

y . from creating NTFS junctions — TH1
- 4 bIaCK hat N develop Fonts: Move font parsing to user mode
3 sandbox
\? l._l S A E D,] 5 L NeW prOd ucts do not get Edgg: Pz'evgm content processes from
@ S appropriate mitigations — until CIEating Cia proc

Edge: Enable win32k system call

they are attacked restrictions
We do not get accurate metrics

on exploit and attack
e development

e . f
. b/
. WS How do we design effective mitigations proactively?
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O Memory Corruption

O Credential Management

O Insecure Defaults

B Authentication/Authorization
M Injection

M Other
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Process Explorer - Sysinternals: www.sy;imemals.com [ZDI-win7\ZDI}

Recycle Bin
s for Windo
VMware
Share... v Activation H

700 Host Process for Wind
Process for Win

s for Windoy

procexp
916 Host Process for Wing

Wing

Windows Search ...

s for Windo
edia Player
s for Windows S

940 Windows Explorer

6 Sysintemals Proct
4 Intemet Explorer
Intemet Explorer

u\1shap:ZDI»E.0§-2981 nishap$ []

Web Server Demo Pages

Java Applets AX
* Java - Trend and Gauge Example Streaming AJAX - DataHub Browser Vig
* Java - PID Faceplate B, Str ring AJAX - DataHub View.

Strear g AJ. C pee low o
Trend applet. Streaming AJAX - High speed, low ove

= Streaming AJAX - S
Gauge applet.

Table applet Polling AJAX - Low s alternative.

Polling AJAX - Simple code example

Slider/Progress Bar applets

Inc
soft Corporation
Corporation
oft Corporation
Microsoft Corporation
soft Corporation

»soft Corporation
soft Corporation
soft Corporation
Corporation

oft Corporation

oft Corporation
soft Corporation
soft Corporation

Microsoft Corporation

Microsoft Corporation
Microsoft Corporation

A e 0%

1028aM ||
6/24/2016 | |
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Recycle Bin Notepad++

o W

Acrobat Case & Command Prompt
ReaderDE Microsoft Windows [Uersion 6.1.76011
Copyright (c> 2889 Microsoft Corporation. All rights reserved.
9 IC:\Users\ZDI >cd Desktop\case
C:\Users\ZDI\Desktop\Case>\Python2?7\python poc4.py -t
Google
Chrome

Copyright (c> 2089 Microsoft Corporation.

All rights reserve:

Wireshark ~ Nmap - ] : : ;i C:\Users\ZDI >
Zenmap GUI !
H C:\Users\ZDI >
5 C:\Users\ZDI >ipconf ig
. k ; Windows IP Configuration
Cases Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix . : localdomain
IPvd Addressy ziciaiaiala e e e : 192.168.12.167
Subngt Mas ke ¢ s O G R S 2610
a Default Gateway . . . « « « « « . =
i Tunnel adapter isatap.localdomain:
lg;\_::; Media State . ; Media disconnected

Connection—spel‘:ii‘it‘: DNS Suffix localdomain
Tunnel adapter Local Area Connection 9:

MediaiState: .. oiesenesesesasese
Connection—specific DNS Suffix

:\Users\ZDI>

% . Media disconnected

IDAPro  Other cases
(64-bit)

.

VMware
Share...

ERCE B

VA
-4
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. B nc -1 4242
=)

for i in {0..9}; do; python3 main.py kepware 10.10.6.182 49320 "

sleep 20

1PTC Inc. All Rights Reserve:

ntacting:

Product Support:
Product Activation

d.

# | svchost.exe
u svchostexe
host.e;

# server_runtime.exe

i Isas:

xe

winlogon.ex

i dwm.exe
explorer.axe
D securityHealthSystray.exe
@ OneDrive.oxe
( msedge.exe
C msedge.exe
({ msedge.exe
( msedge.exe
{ msedge.exe
notepad++.exe
1| mme.exe
mmc.exe

logon.exe

mmit Char

am Windows10

Microsoft Windows
H2 (OS Build 1%

is product is licensed under the |
S to:

user

6264 Host Proce:
10600 Server - Runtime

740 Local Security Authority

4752 Windows Explorer
8304 Windows Security notificatio.
8464 Microsoft OneDrive
8580 Microsoft Edge
8608 Microsoft Edge
8764 Microsoft Edge
8776 Microsoft Edge
8832 Microsoft Edge
7048 Notepad++ : a free (GPL) so.
7404 Microsoft Manageme:
4832 Microsoft Managerme:
rver Runtime Pre
Logon Application

Logon User Interfa.

@ 17°Cc npvauny A & B14) ¢

mpany
Microsoft
Microsoft
Microsoft
Microsoft
PTC Inc.

Microsoft

Microsoft
Micro:

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Don HO d
Microsoft
Microsoft

6:56 AM
2/24/2022
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Options Vi '
ptions View Process Find Users Hel

@ EREOR| SN

Process

e gvchost exe
(s gychost exe
[a-] dilhost.exe
L Mon'rtorWorX84.exe
s gychost .exe
enBroker54-e"e
"5 notepad €X€

rs s\;chost £exe

,,'; gvchost €x€
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100+ Al related vulnerabilities going through disclosure process
Most of the flaws are in MCP implementations

Rest in ML Frameworks, Agentic Al Frameworks, and Al tool chains such

as Al workflow orchestrators

Top Bug Classes
— Deserialization of Untrusted Data

— 0OS Command Injection
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MLflow Remote Code Execution
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