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Background
What is “Link Following Bugs” ?



What is “Link Following Bugs” ?

• Link Following Bugs: abuses symlinks, hard links, or NTFS junctions to perform malicious 
actions.
• Impacts

•  Sensitive Information Leakage
•  Denial of Service
•  Local Privilege Escalation
•  …



History of “Link Following Bugs”
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•  They are logic bugs 
- Highly stable
- Architecture-independent
- Resilient to code changes

•  Easy Exploitation

•  Valuable to attackers (LPE)
Apple：$2500-$50000, Microsoft：$2000-$20000

•  Interesting and Having Fun

Why “Link Following Bugs”



Overview
• We first demonstrate the full-chain exploitation by disclosing a 
long-standing Windows 0day (ZDI-24-1098). 

• We share 4 undisclosed real-world vulns that abuses this overlooked 
primitive. (CVE-2024-43114,CVE-2024-49107,CVE-2024-30033,CVE-2025-54530)

• We summarize the countermeasures and present practical bypasses we 
found during coordinated disclosure.



Arbitrary Process Termination
“Windows Error Reporting Service” 



How we find the 0day: ZDI-24-1098

Arbitrary Process Termination Through Windows Error Reporting Service



How we find the 0day: By Researching 1-day

• CVE-2022-35795: Incorrect Handle Duplicate lead to EOP 
• CVE-2019-1315: Arbitrary File Write lead to EOP



What is “Windows Error Reporting Service” ?

• wersvc
•  Windows Error Reporting Service
•  SYSTEM Priv
•  ALPC Server(\\WindowsErrorReportingServicePort)



wersvc ALPC?

Through ALPC

•  Terminate Hang Process
•  WER
•  etc…

wersvc

has ALPC Server(\\WindowsErrorReportingServicePort)

Accessible from Low Integrity



wersvc ALPC?

Through ALPC

•  Terminate Hang Process
•  WER
•  etc…

wersvc

has ALPC Server(\\WindowsErrorReportingServicePort)

How exactly was this implemented??



Terminate Hang Process

• This structure is used by the service for its ALPC

• The data is fully user-controlled.

• How does the service use the members of this structure?



Terminate Hang Process

If the requestCode is 0x10000000, wersvc calls the CWerService::SvcReportHang function.



Terminate Hang Process

The CWerService::SvcReportHang function has the following call flow:

CWerService::SvcReportHang

CWerService::TryReportHang

CHangrepServer::ReportHang

CHungApp::Report



Terminate Hang Process

CHungApp::Report

1. Open Process Handle with pid 
member of the structure

2. Impersonate through handle and 
create werfault.exe

3. Terminate the process with the 
opened handle through 
TerminateProcess function

So, is there a check for this PID?



Arbitrary Process Termination

NO!!!!

There is no checking for PID 

Now, We have two things.

1. Can normal user communicate with wersvc through ALPC
2. Can control PID member of the structure. 

It means Arbitrary Process Termination with SYSTEM priv???

No We have a problem



Arbitrary Process Termination

Unfortunately, the wersvc is not always 
running.

It means We can’t connect wersvc’s 
ALPC Server.



Arbitrary Process Termination

By checking wersvc start-triggers with sc qtriggerinfo.
We can find a registered ETW event handler.



Arbitrary Process Termination

The ETW trigger logic for wersvc is located in wer!SignalStartWerSvc function



Arbitrary Process Termination

Now, We can start 
wersvc from normal 
user



Arbitrary Process Termination

1. We can normal user communicate with wersvc through ALPC
2. We can control PID member of the structure.
3. We can start wersvc from normal user.

= Arbitrary Process Termination with SYSTEM priv.



Arbitrary Process Termination

2. Target Process ID through ALPC

Attacker wersvc

1. Start wersvc through ETW

Target Process 

3.
 K
ill 

Pr
oc
es
s

Terminated

https://www.zerodayinitiative.com/advisories/ZDI-24-1098/



Full Chain Exploitation in 
Real-World
“WerFault” + “Link Following Bug”= Full Chain LPE 



CVE-2024-30033
Windows Search Service Arbitrary File Deletion Vulnerability



How we find the 0day: Researching 1-day

• CVE-2023-36394: Windows Search Service Elevation of Privilege Vulnerability

Just Same to Windows Error Reporting 🥲🥲🥲 



CVE-2024-30033: Windows Search Service EoP

• Windows Search Service

• A service for searching files and directories
• SearchIndexer.exe
• Load C:\Program Files\Common Files\microsoft 
shared\ink\IpsPlugin.dll
• SYSTEM Priv



CVE-2024-30033: Windows Search Service EoP
The SearchIndexer.exe has the following call flow:

Start Searching

SearchIndexer!
CSearchService::Start

mssrch!
CSearchService::Start

mssrch!CPlugin::Init

IpsPlugin!
CreateGathererDataSink

CCommunicationManager::Initialize

CConnectionTable::Load CConnectionWaitList::Load

omission

omission



CVE-2024-30033: Windows Search Service EoP
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CVE-2024-30033: Windows Search Service EoP

1. Open TextHarvester.dat file via CSavedFileHandle::CSaveFileHandle, CSavedFileHandle::OpenFile function
2. Load data from the file via CUserId::Load function

CConectionTable::Load Function

CCommunicationManager::Initialize CConnectionTable::Load CUserId:Load



CVE-2024-30033
CUserId::Load

1. The CUserId::Load function reads data from 
the TextHarvester.dat file in [1] to [11].

2. Specifically, it reads the SID and 
UsernamePath at [2] and [3].

3. The UsernamePath is later used to 
construct the full path for file deletion.

4. If the data format is valid, CUserId::Load 
returns successfully.

5. This in turn leads to a successful return from 
the CConnectionTable::Load function.

6. Control then flows back to 
CCommunicationManager::Initialize.

7. Finally, the CConnectionWaitList::Load 
function is called.



CVE-2024-30033: Windows Search Service EoP
The SearchIndexer.exe has the following call flow:

Start Searching

SearchIndexer!
CSearchService::Start

mssrch!
CSearchService::Start

mssrch!CPlugin::Init

IpsPlugin!
CreateGathererDataSink

CCommunicationManager::Initialize

CConnectionTable::Load CConnectionWaitList::Load

omission

omission



CVE-2024-30033
CConnectionWaitList::Load

1. The CConnectionWaitList::Load 
function contains a file deletion 
routine.

2. At [12], it calls the 
CUserProfilePathBuilder::SetUser 
function.

3. Next, at [13], it calls 
CUserProfilePathBuilder::FileExists 
to check if the file exists.

4. After the check, the final path is 
maded at [14].

5. Finally, the file is deleted at [15].



CVE-2024-30033
CConnectionWaitList::Load

1. The CConnectionWaitList::Load 
function contains a file deletion 
routine.

2. At [12], it calls the 
CUserProfilePathBuilder::SetUser 
function.

3. Next, at [13], it calls 
CUserProfilePathBuilder::FileExists 
to check if the file exists.

4. After the check, the final path is 
maded at [14].

5. Finally, the file is deleted at [15].

How to make a path?



CVE-2024-30033

1. The CUserProfilePathBuilder::SetUser function (called at [12]) uses an argument, a2, at [16].
2. This argument is the UsernamePath, read directly from the TextHarvester.dat file.
3. Importantly, the raw string for this UsernamePath is used exactly as it is in the file.

CUserProfilePathBuilder::SetUser function



CVE-2024-30033

1. The CUserProfilePathBuilder::SetUser function (called at [12]) uses an argument, a2, at [16].
2. This argument is the UsernamePath, read directly from the TextHarvester.dat file.
3. Importantly, the raw string for this UsernamePath is used exactly as it is in the file.

CUserProfilePathBuilder::SetUser function

It means We can occur Path Traversal via UsernamePath 



CVE-2024-30033
CConnectionWaitList::Load

1. The CConnectionWaitList::Load 
function contains a file deletion 
routine.

2. At [12], it calls the 
CUserProfilePathBuilder::SetUser 
function.

3. Next, at [13], it calls 
CUserProfilePathBuilder::FileExists 
to check if the file exists.

4. After the check, the final path is 
maded at [14].

5. Finally, the file is deleted at [15].

Finally, Deleted Full Path is like this: 
C:\Users\{UsernamePath}\AppData\Local\Microsoft\InputPersonalization\TextHarvester\WaitList.dat



CVE-2024-30033
Setup: Set UsernamePath to heegong\TempData

Link: Create a pseudo-symlink between 
C:\Users\heegong\TempData\AppData\Local\Microsoft\InputPersonalization\TextHarvester\WaitList.dat to 
C:\Windows\System32\license.rtf

Result: The service going to delete license.rtf

WaitList.dat license.rtfSearch Service

Delete



CVE-2024-30033
Setup: Set UsernamePath to heegong\TempData

Link: Create a pseudo-symlink between 
C:\Users\heegong\TempData\AppData\Local\Microsoft\InputPersonalization\TextHarvester\WaitList.dat to 
C:\Windows\System32\license.rtf

Result: The service going to delete license.rtf

WaitList.dat license.rtf
(Deleted)

Search Service

Delete



CVE-2024-30033
Setup: Set UsernamePath to heegong\TempData

Link: Create a pseudo-symlink between 
C:\Users\heegong\TempData\AppData\Local\Microsoft\InputPersonalization\TextHarvester\WaitList.dat to 
C:\Windows\System32\license.rtf

Result: The service going to delete license.rtf

WaitList.dat license.rtf
(Deleted)

Search Service

Delete

Arbitrary File Deletion via Link Following



Exploit

This vulnerability is triggered when 
the Search Service is started, we 
need to be able to restart that 
service.



Exploit

We can start the service when service isn’t running

How can we terminate the service??



Exploit
•How to Get Gull-Chain Exploitation to LPE? 🥲🥲  

WerSvc
Arbitrary Process 

Termination
CVE-2024-30033



Full-Chain Exploitation Demo for CVE-2024-30033

https://docs.google.com/file/d/1B7XzFx-6328GwcXSgRWfnq5n2IdqZ1dv/preview


CVE-2024-49107
WmsRepair Service Elevation of Privilege Vulnerabilitye 



What is WmsRepair Service
WmsRepair Service: Automatically fix common MultiPoint Services problems on your computer.

- MultiPoint Services role in Windows Server 2016 allows multiple users, each with their own 
independent and familiar Windows experience, to simultaneously share one computer.There 
are several ways users can access their sessions.

It’s a “Feature on Demand” Service



Diving into WmsRepair Service

• WmsRepair Service

• WmsSelfHealingSvc.exe
• Load C:\Program Files\Windows 
MultiPoint Server\WmsConfigTasks.dll
• SYSTEM Priv



Diving into WmsRepair Service

• Have a deep look about WmsSelfHealingSvc.exe

Start WmsRepair

WmsSelfHealingSvc!
CWmsSelfHealingSvc::StartUp
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alingSvc::RunSelfHealing



Diving into WmsRepair Service

• Have a deep look about WmsSelfHealingSvc.exe

Start WmsRepair

WmsSelfHealingSvc!
CWmsSelfHealingSvc::StartUp

WmsSelfHealingSvc!CWmsSelfHe
alingSvc::RunSelfHealing



Diving into WmsRepair Service

• Have a deep look about WmsSelfHealingSvc.exe

Start WmsRepair

WmsSelfHealingSvc!
CWmsSelfHealingSvc::StartUp

WmsSelfHealingSvc!CWmsSelfHe
alingSvc::RunSelfHealing

WmsConfigTasks.dll!
CCleanupDumpsFolder::Execute

WmsConfigTasks.dll!CCleanupDum
psFolder::CreateDumpFilesList

WmsConfigTasks.dll!CCleanupDum
psFolder::RemoveDumpFiles



Diving into WmsRepair Service
CCleanupDumpsFolder::Execute

[1]. Get logs folder path

[2]. Read MaxDumpsCount from registry (No 
value in default), so MaxDumpsCount = 1 
(Important)

[3]. Generate dump file list

[4]. Remove excessive dump file
(The third arg: fileCount - maxDumpCount)



Diving into WmsRepair Service
CCleanupDumpsFolder::CreateDumpFilesList

[1]. Search files 
“*.dmp” in directory

[2]. Ensures the entry 
is a regular file, not a 
directory or symbolic 
link (security check!!).

[3]. Record the all files 
path in node structure 
if the files match



Diving into WmsRepair Service
CCleanupDumpsFolder::RemoveDumpFiles

[1]. Get fileList node 
from 
CreateDumpFilesList

[2]. Just Delete the 
file using `DeleteFileW`

[3]. Move to next entry 
and do the same 
deletion

Note that the index should 
less than maxCount



Diving into WmsRepair Service

Permission of Directory C:\ProgramData\Microsoft\Windows MultiPoint Server\Dumps

We can’t Read,
But who cares,

Everyone can Write



Diving into WmsRepair Service
Monitoring In Procmon (No dmp file) Monitoring In Procmon (1 dmp file)

Monitoring In Procmon (2 dmp file)

WmsSelfHealingSvc will delete 1 (fileCount - maxDumpCount) file



Diving into WmsRepair Service
Exploitation in My Mind

1. There exists a time window between file validation and file 
deletion.

          CreateDumpFilesList -> xxx -> RemoveDumpFiles
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Forshaw
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Diving into WmsRepair Service
Exploitation in My Mind

1. There exists a time window between file validation and file 
deletion.

          CreateDumpFilesList -> xxx -> RemoveDumpFiles

1. Thus, what we need to do is just using BaitAndSwitch by James 
Forshaw
a) create two file named “1.dmp” and “2.dmp” in the directory 

(because of maxDumpCount = 1)
b) set oplock on the file “1.dmp”
c) once WmsSelfHealingSvc.exe tries to delete the first file, 

oplock hits!
d) remove both “1.dmp” and “2.dmp” to %Temp%
e) create junction and object manager symbolic link(e.g., \RPC 

Control)
f) release the lock

  3.     Finally, we get an Arbitary File Deletion in Windows



Diving into WmsRepair Service

Unfortunately, the service is configured as 
auto-start, and standard users do not have 
the permission to restart it.



Diving into WmsRepair Service
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Diving into WmsRepair Service
•How to Get Gull-Chain Exploitation to LPE? 🥲🥲  
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Arbitrary Process 

Termination

WmsRepair Service
Recovery

Configuration



Diving into WmsRepair Service
•How to Get Gull-Chain Exploitation to LPE? 🥲🥲  

WerSvc
Arbitrary Process 

Termination

WmsRepair Service
Recovery

Configuration

By sc.exe By System Informer



Diving into WmsRepair Service
•How to Get Gull-Chain Exploitation to LPE?  😊😊 

WerSvc
Arbitrary Process 

Termination

WmsRepair Service
Recovery

Configuration

Since we got an “arbitrary process deletion” primitive, killing the 
wmsrepair process will trigger its automatic restart, as defined in 
its recovery settings.

Thus, we have an full-chain arbitrary file deletion bug, which 
makes us to LPE[1]

[1]https://www.zerodayinitiative.com/blog/2022/3/16/abusing-arbitrary-file-deletes-to-escalate-privilege-and-other-great-tricks

https://www.zerodayinitiative.com/blog/2022/3/16/abusing-arbitrary-file-deletes-to-escalate-privilege-and-other-great-tricks


Full-Chain Exploitation Demo for CVE-2024-49107

Video

https://docs.google.com/file/d/1Y3VfT4JbBDTTyTUoge6ZbtXZJBoVDcTi/preview


CVE-2024-43114
Jetbrains TeamCity Privilege Escalation via Link Following



What is TeamCity
TeamCity is used to build and test software products in an automated manner.

Based on Java



What is TeamCity
TeamCity is used to build and test software products in an automated manner.

History Bugs Reported by us
· Preauth-RCE: CVE-2024-24942
· Path Traversal: CVE-2024-23917

All in Web Attack Surface!!



TeamCity LPE Bugs?
- The bug was in TeamCity for Windows.

- 1. The TeamCity Architecture on Windows

TeamcityService.exe
(SYSTEM service)

Tomcat(Catalina.bat)
(SYSTEM process)

Start

Cmd.exe
(running Teamcity-server.bat)

Deamon Process



TeamCity LPE Bugs?
- The bug was in TeamCity for Windows.

- 1. The TeamCity Architecture on Windows

TeamcityService.exe
(SYSTEM service)

Tomcat(Catalina.bat)
(SYSTEM process)

Start

No  Redirectuon Guard  Mitigation

Cmd.exe
(running Teamcity-server.bat)

Deamon Process



TeamCity LPE Bugs?

The bin path(C:\TeamCity\bin) and  the lib Jar directory (C:\TeamCity\lib) are 
DACL protected!

For analysis, we need to import all library and decompile it.



TeamCity LPE Bugs?

Vulnerability Call Chain

1. org.hsqldb.server.Servlet#init
2. org.hsqldb.DatabaseManager#getDatabase(java.lang.String, 

java.lang.String, org.hsqldb.persist.HsqlProperties)
3. org.hsqldb.Database#open
4. org.hsqldb.Database#reopen
5. org.hsqldb.persist.Logger#open
6. org.hsqldb.persist.Log#open
7. org.hsqldb.persist.Log#deleteOldTempFiles

deleteOldTempFiles is the Sink!!



TeamCity LPE Bugs?

At last, fs.delete call 
Java_java_io_WinNTFileSystem_delete(JNI), and finally call 
DeleteFileW in Windows enviroment



CVE-2024-43114

Description

1. When the service running, it will delete all files in the directory 
(C:\ProgramData\JetBrains\TeamCity\system\buildserver.tmp) 
without validation

2. Attackers can make a craft ps-eudo symlink and thus lead to 
arbitrary file deletion, and finally get LPE



CVE-2024-43114

1.DACL of directory

2. Delete Operations in Procmon



CVE-2024-43114

3.Exploitation

using BaitAndSwitch by James Forshaw again!
- 1. Create a “*.tmp” file in that directory and set oplock
- 2. waiting for java.exe to delete the file
- 3. when oplock hits, we create junction and object manager symbolic 

link
- 4. release oplock

Question: How to full-chain exploit since we don’t have permission to 
restart Teamcity Service



CVE-2024-43114
Permission for Teamcity Service

Only Have Query Permission
No Start and Stop Permission  No Auto-Restart Configuration



CVE-2024-43114
Permission for Teamcity Service

       Never mind!
  It’s a Deamon Process

Teamcity-server.bat



CVE-2024-43114

4. Full-Chain Exploitation
- Using “Wersvc Arbitrary Process Killing” to kill java.exe and then the 

java.exe process will be spawned again!

In this way, we gain the ability to start and stop service indirectly



Countermeasures
We analyze the countermeasures of each reported 
vulnerbilities in this part



Countermeasure of ZDI-24-1098

CHangrepServer::_CheckIfOKToReport function in the Windows Insider Preview.



Countermeasure of ZDI-24-1098

UtilGetTokenIntegrityRid checks the integrity level of a process targeted for 
termination.



Countermeasure of ZDI-24-1098

However, since the current check of 0x4000 allows high-integrity 
processes to pass the conditional check, changing this value to 
0x3000 should patch the vulnerability.



Countermeasure of CVE-2024-30033

MSRC has been patched so that it doesn't 
just run a file deletion routine.



Countermeasure of CVE-2024-49107 

WmsRepair Service uses Junction redirection protection, aka Redirection 
Guard, to mitigate.



Junction redirection protection

RedirectionGuard, a new junction mitigation, must 
block junction traversal when an attacker is 
attempting to maliciously redirect a file 
operation.  However, it must also minimize 
regressions by allowing as many safe junction 
traversals as possible.

https://msrc.microsoft.com/blog/2025/06/redirectionguard-
mitigating-unsafe-junction-traversal-in-windows/

https://msrc.microsoft.com/blog/2025/06/redirectionguard-mitigating-unsafe-junction-traversal-in-windows/
https://msrc.microsoft.com/blog/2025/06/redirectionguard-mitigating-unsafe-junction-traversal-in-windows/


Countermeasure of CVE-2024-43114 

1. Developers using strict ACEs to  protect During installation of 
Teamcity.

At now, standard user don’t have permission to write files in directory.



Countermeasure of CVE-2024-43114 

2. TeamCity will detect the incorrect permissions and will show the health 
report in the UI asking users to fix them.

Double check to avoid unsafe permissions of the data directory



Countermeasure of CVE-2024-43114 

2. TeamCity will detect the incorrect permissions and will show the health 
report in the UI asking users to fix them.

Double check to avoid unsafe permissions of the data directory

Any chance to bypass it?



Bypass Countermeasure of CVE-2024-43114 

1. The Installation will create the directory and using SetSecurityFile with 
DACL Protected flag if the directory does not exists.

Is it an Incomplete Patch？



Bypass Countermeasure of CVE-2024-43114 

1. The Installation will create the directory and using SetSecurityFile with 
DACL Protected flag if the directory does not exists.

It’s an Incomplete Patch!!

What if attacker create the directory before the installation？
(C:\ProgramData\JetBrains\TeamCity\system\buildserver.tmp)



Bypass Countermeasure of CVE-2024-43114

Tes! The installation will ignore the directory if it exists.
(Do not change the original permission)

If attackers create directory at first, it can be still exploited!



Bypass Countermeasure of CVE-2024-43114

TeamCity will detect the incorrect permissions and will show the health 
report in the UI asking users to fix them.

Not really.

Our goal is to completely bypass it!



Bypass Countermeasure of CVE-2024-43114

Permission checks apply exclusively to the BUILTIN\Users group.

BUILTIN\Users = a built-in security group that includes all regular users 
on a Windows computer, providing them with basic, restricted privileges 
for system access and operation.

What if we just only remove the ACEs of 
BUILTIN\Users?



Bypass Countermeasure of CVE-2024-43114
Completely Bypass
1. using low priv user(e.g., test) to create directory 

"C:\ProgramData\jetbrains\teamcity".
2. icacls "C:\ProgramData\jetbrains\teamcity" /inheritance:d
3. icacls "C:\ProgramData\jetbrains\teamcity" /remove:g "BUILTIN\Users"

Completely Bypass: No health report warning in the UI



🕒 Vulnerability Disclosure

CVE-2024-30033
- Bounty Award: 2,000$
- Time of fix ~ 2month, well done

ZDI-24-1098
- Not Fixed, Still be 0-day



🕒 Vulnerability Disclosure

CVE-2024-49107
- Bounty Award: 2,000$
- Time of fix ~ 2month, well done

CVE-2024-43114
- Bounty Award: 2,000 $
- Time of fix ~3 month, talk much about details

Bypass CVE-2024-43114 -> CVE-2025-54530
- Bounty Award: 2,000 $
- From “I don't think it is in the scope of the problem...” to “I think that 

the previous fix was incomplete indeed, so it deserves a new CVE.”



Conclusion

1. Diving into Wersvc again and disclosing 0day about 
“arbitrary process termination”

2. Introduce a full-chain privilege escalation technique that 
combines link-following vulnerabilities with “arbitrary 
process termination”

3. Disclosing some valuable real-world cases(4 CVEs that have 
never been made public before) 

4. Sharing countermeasures and bypasses



Thank you for your attention!!!

@crispr_x @heegong123

https://x.com/crispr_x
https://x.com/heegong123

