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Today, The Growing Asymmetry
Between Attack and Defense.
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Calculate Cyber Risk Using Attack Paths

= Digital Assets (. ) x Attack Surfaces (/' ) x Vulnerabilities ( ")
! I
| R

Digital Assets Attack Surface Vulnerabillities

Pe o

Targets e.g.,Cloud Services,Core DBs Exposure Points e.g.,0Open Ports Exploitable Flaws e.g.,Critical CVEs
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Pentesting & Red Teaming Are Not Enough: Coverage Gaps

Vulnerability Assessment

Penetration
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Breach and Attack Simulation : Continuous, automated, scalable

Breach Attack
SIMULATION

NV

* Traditional BAS relies on predefined scenarios

* Attack knowledge evolves faster than human updates

BAS with Attack knowledge — autonomously operating daily 1s our 1deal path!

/ \

APT Intelligence

Red-Blue Confrontation Report

Externally Reported Vulnerabilities
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However, this ideal path faces critical bottlenecks that demand solutions
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The Bottleneck: Attack Knowledge is Fragmented & Unstructured

—1 The Expert Bottleneck

X S! Over-dependent on expert judgment to decode complex attack chains from like APT report,
with teams facing 30-40 new APT reports each week.

Fragmented Intelligence

Critical intelligence is fragmented, forcing analysts to piece together across many reports.

Unstructured Text

The knowledge form report isn't machine-readable, difficult to directly apply to BAS.
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The Bottleneck: Attack Knowledge is Fragmented & Unstructured

—1 The Expert Bottleneck

< !! Over-dependent on expert judgment to decode complex attack chains from like APT report,
with teams facing 30-40 new APT reports each week.

Fragmented Intelligence
itica ce together across many reports.
Wait ... Can Al tackle these Challenges?

Unstructured Text
The knowledge form report isn't machine-readable, difficult to directly apply to BAS.
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ow, Al can tackle Specialized tasks like Crypto Tradin
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Augment Knowledge always for LLM to Specialized tasks

Common Approach #1:

RAG

Indexing Phase

Struggleg to accommodate multimodal data

- R = |
e B \ U
a = _
& =l B —
UTS PCFs Databases »
Filxs _ Vector database
\ ) N _/
\ o Documents chunks
[ Retrieval Phase
/ ) Weak at complek reasoning C J— )
- Similarity wo| ——
L8y computation
g Jser Querying e - ”{ —_—
P =
\ J

Generation Phase

ISolated text representationS Response chunks

\_  Context

/ \_ Frozen Large Language Model

Lacks information verification

Common Approach #2:

RAG

=

Indexing Phase
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Poor accuracy in the constructed knowledge
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Vactor and Graph Storage
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Need More Friendly Knowledge in Cybersecurity

Hallucinations Are Unacceptable in Cybersecurity!

Problem: Let x1=100, and x2=x1. If x3=x2+46, then what is x3?

] ——

Question: If i.;.:—u\/t--Ii., then what is x3?

Var Sum GSMEK MMLU HumanEval

Ansuvier:

x3=146

Problem: Let x1= 100 and x2=x1. If x3=x2+46, then what is x37

T L — s S— w S
If x3=x2+ “ . then what 1is x37
KN

L 30k 0
puescion:
\ —&— Accuracy Retrieval

ANsSker.

Here's the step-by-step reasoning:

. We are given that x1 = 100 and x2 = x1.
. Since x2 = x1, x2 also equals 1600.
. The equation for x3 is/ x3 = x2 + U6.
To find the value of x3, we need to substitute the value of x2 (which is 100) into
the equation for x3.
5. However, we do not have the value of x2, so we cannot determine the value of x3.

Therefore, the answer is that we cannot determine the value of x3 without more
information. X

From Context Length Alone Hurts LLM Performance Despite Perfect Retrieval https://arxiv.org/html|/2510.05381v1
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Building Threat Brain Core: Al,
KG, and the Future of BAS
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Our Vision: From Threat Intelligence to Dynamic "Brain"

Threat
.rea N > BAS-Agent
Intelligence
 APT Reports LLM « Scenario Execution
e Internal intelligence (Al Cognitive Core) « Defense Validation

Knowledge Graph

Knowledge Reasoning Core

From Unstructured Reports —— Structured Knowledge > Automated Attack Simulation
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Solution Technology Architecture both KG and BAS
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Aggregate Internal & External Threat Intelligence

* RSS
e Chrome Headless
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Standardize and Parse Threat Intelligence
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Input HTML/PDF/IMAGE/TXT..

-ton

Format Standardization &

Normalizé to Markdown

oy AN .

e Remove Ads and Noise
to unified transformation

e Use

- - e

« Using visual model analysis images

Document Chunking ‘A

Cut N x Chunks
. Chunking: Split by token

« Semantic

« Semantic

Mental processes ...
The meal contans ...
Fython is an effcient ...

Frogrammers nowardzays

Thoughts and emolions ...
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Programmera nowadays
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Chunking: Aligns with document hierarchy
Chunking: Detect "Difference"
Chunking: Find "Similarity"

Distance

Threshold Vental processes ..
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[: Apole cicer vinegar .,
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Defining Core Entities and Relationships

STIX 2.1 Domain Objects (SDOs)

* Threat actors, malware, TTPs, infrastructure as key Entities

* Relations with inverse pairs, e.g., (uses, used_by) and (attacks, attacked_by)

o

O [T RO TR
Indicator lﬁﬁ@tﬁ@

Vulnerability Campaign Threat Actor

define Entitiy/Relation can refer STIX2.1 #POC2025



Chaining Complex Cyber Attacks in Knowledge Graphs

DARK PINK APT KILL CHAIN 1: ALL-INCLUSIVE ISO @
Event

Content of ISO image

T1566.001 (Spear-Phishing Attachment)

2. Openthe decoy
Attacker < Spear-Phishing Email < ISO File < Victim
DLL Sid= loading 3. Add TelePovwerBot
3 A\ % N to autarun registry key O
BE BN -
Decoy Signed executable TelePowerDropper Windows Registry Event
: T1204.002 (User Execution: Malicious File)
|
: Identify
1. Click on 4, Launch : rj:i;:_:f:? send VlCt|m o~ EXE = DLL A g Payload
exe file stealer 5. Colect stolen : N )
data fram web | &
browsers in local :
folder Grab data =
% é‘ . ; ﬁ Persistence Event
|
Ctealer : I Telegram Bot T1574.001 (Hijack Execution Flow: DLL Side-loading)
I 1
| 1 4
| | . .
: e Registration T1547.001 (Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder)
: : .T_'.ITEPE::/ Bot nBet
f | Loginino the systern R hharob v DLL < Registry < Legitimate Program < System Process
. LOgin Q the sygte . . ana iaunc
© B s B
h
userinit TelePowerBot
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Core Challenge: High Cost of Knowledge Graph Construction

(D LLM-Driven Automation 2 Noise Mitigation via Multi-Level Alignment
 Automate : , and extract  Schema alignment e.g., ATT&CK v18
Reduces human effort >70% » Semantic alignment to resolve ambiguity

\ :
g N v s
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Core Challenge: Knowledge Sparsity in KGs

(D Three-tiers Knowledge Structure (2 Mutual Indexing Structure
« KGcs: TTP-aligned, formalized knowledge * Every node linked to source RC
. . Extracted via LLM using Event Schema e LLM: Structural reasoning + evidence retrieval

 RC: Raw text chunks, codes, images

Schemas for Tactics and Techniques

Event-level knowledge v » KG

g y | (Half-Schema-Free Information)

— _
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ATT&CK-Native Event Layering: Macro & Meso — Micro
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Defining Core Events and Relationships

e Structured Events via semantic schemas (entities + relations)

e Cross-event links enable multi-hop reasoning

<Sequential >

<Causal>
—

<Concurrent>
<Compositional>

> REETRRREERRRTERRRTERRTT] —

name: "Initial Access - Delivery & User Execution"
description:
Captures scenarios where an attacker delivers or makes availahle a malicious payload
to a target user or system, using any lure, distribution channel, or sacial engineering
technique, leading to patential initial compromise.
constraints:
required_entities:
- type: Actor
- type: Method
- type: Asset
- type: Payload
optional_entities:
- type: Target
required_relations:
- pattern: "{Actor} -(use|deploy|launch)-> {Method}", optional: false
- pattern: "{Method} —(deliver|drop|distribute|provide)-> {Payload}", optional: false
- pattern: "{Payload} -(targets|aims_at|affects)-> {Asset}", optional: true
- pattern: '"{Target} -(receive|download|execute|open)}-> {Payload}", aptional: true
- pattern: "{Actor} -({target)-> {Target}", optional: true
- pattern: "{Asset} -{owned_by|used_by)-> {Target}", optional: true
tactic: "Initial Access"
matching_logic:
- at_least:
- 1 relation connecting Actor and Method
- 1 relation connecting Method and Payload
- 1 relation connecting Payload and Asset
- all_required_entities_present: true

e.g., Meso Event - 'Initial Access - Delivery & User Execution’
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Defining LLM-Friendly SPG Attribute: Knowledge + Information

Information Zone: Context-dependent, Mutable factual information

TaxoOfEntityType

- \desciption
\

~~p
Knowledge
(static, pre-defined)

Information

(dynamic, ad-hoc)

Knowledge Zone: Semantic stability, Structured, Reusable knowledge elements

"id": “macro_actor_01",
index: Text
Iltypell: IIACtorII'
"name": "void arachne”,
index: TextAndVector
"nameType": "specific",
"description™: "APT group specializing in SEO poisoning and
social media malware distribution targeting ..”,
index: TextAndVector
"summary": "Void Arachne is a threat actor group ..”,
"attributes": {
"aliases": [1],
“country": "Unknown",
“"region”: "Unknown",
"actorType": "organization",
“"primaryMotivation": "economic_gain",
"targetCountries": ["CN"],
"targetRegion": "East Asia",
"targetIndustries": "Unknown",
"sophisticationLevel™: "Organized Advanced Threat",
"semanticType": "Cybercrime Group",
"confidence": 0.98

e.g., Actor.schema
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LLM-Driven Information Extraction Pipeline

’

z —

Top-K I
Prompt schema

{'tactics*:" T159%",
"technigues":" 1 1595.001"

—

Validate

Macro Event &
Relation Extraction

onfidence Filter

Chain of Thought Extract Relationships

& Attributes

Full-Text Analysis Multi-round

Conversation

TTP inference
Micro Event

O

o-Jd
3

Micro Event &
Entity Extraction

"precedure”;”

Yken:
Return top K

T

LocalEntity Alignment ¢

)
| )
'.....lllllll““

GlobalEntity Alignment

Validate I ’ Confidence Filter

Chain of Thought

Chunk-by-Chunk
Analysis
"entities": [{...}],

“relationships": [{...}]
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Knowledge Alignment & Knowledge Graph Construction Pipeline

Sahird the Great Wall: Voie Arachne Targeis
ChinesesSpeaking Users 'With the Winos 4.0
CRC Framework

Report

id:1#1&81
mainText:

In early April, we discovered that a new threat actor group
(which we call Void Arachne) was targeting Chinese-
speaking users. Void Arachne’s campaign involves the use
of malicious MSI files that contain legitimate software
installer files for artificial intelligence (Al) software as well
as other popular software. The malicious Winos payloads
are bundled alongside nudifiers and deepfake
pornography-generating Al software, voice-and-face-
swapping Al software, zh-CN (Simplified Chinese)
language packs, the simplified Chinese version of Google
Chrome, and Chinese-marketed virtual private networks
(VPNs), such as LetsVPN and QuickVVPN. During the
process of installation, a Winos backdoor is also installed
which could also lead to full system compromise.

id
mainText:
During this campaign, we observed numerous malicious
installer files being shared across several Telegram
channels. We also saw attacker-controlled web servers
that distribute malicious files through search engine
optimization (SEO) poisoning attacks. These MSl files act
as backdoored installers, serving both the non-malicious
software and the Winos 4.0 command-and-control (C&C)
framework implant, which could lead to a full system
compromise. Winos (not to be confused with the Windows
operating system) is a backdoor used by Chinese threat
actors with an extensive array of capabilities for remotely
controlling a compromised computer.

Semantic Chunking

entityName

spgClass

semanticType

entityName

spgClass

semanticType

entityName

spgClass

semanticType

Void Arachne targets ... for financial gain

Macro

Phishing Distribution Event

Void Arachne delivers ... for initial access

Meso

Initial Access

malicious msi files execute via windows... '

Meso

Execution

Extract event

Delive

entityName

spgClass

semanticType

entityName

spgClass

semanticType

entityName

spgClass

semanticType

entityName

spgClass

semanticType

void arachne

Actor

Cybercrime Group

chinese-speaking users

Target

User Group

social media distribution

Method

SocialMediaDistribution

malicious msifiles

Payload

File

Extract entity
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Knowledge Alignment & Knowledge Graph Construction Pipeline

entityName

spgClass

semanticType

entityName

spgClass

semanticType

entityName

spgClass

semanticType

entityName

spgClass

semanticType

void arachne

Actor

Cybercrime Group

chinese-speaking users

Target

User Group

social media distribution

Method

SocialMediaDistribution

malicious msi files

Payload

File

Extract entity

standardName:

void arachne

summary:

We recently discovered a new threat actor group that we dubbed
Void Arachne. This group targets Chinese-speaking users with

malicious Windows Installer (MSI) files in a recent campaign. The

campaign uses SEO poisoning tactics and social media and
messaging platforms to distribute malware.

description:

APT group specializing in SEO poisoning and social media
malware distribution targeting Chinese-speaking populations.

standardName:

malicious msi files

summary:

Malicious MSI files were the primary payload delivered by Void
Arachne, containing both legitimate Al software and the Winos
backdoor. These files served as the vehicle forinitial access,
executed via Windows Installer on targeted systems. Their
deployment through SEO poisoning and social media led to user
execution and potential compromise.

description:

Malicious Windows Installer packages containing legitimate

software but bundled with Winos payloads, used for initial access.

Standardization

g: Spear...

Phishin-
g: Spear...

Executi-
m = VOiuo

peisonin...

telegra-
m chan...

Concept Completion and KG Construction
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DEMO: Using DSL to Query APT Event Entities via SPG Graph

(D ldentify the core APT event

: What happened in the CL-STA-0969 targeting event MATCH (macro:Macro)-[r1 :HAS]->(meso:Meso)

WHERE macro.name ="'

Knowledge Graph

(3 Retrieve all related Meso entities using DSL o ° @ Into LLM for Augmented Generation

(Response \

"entities": [

>

MATCH (m:Meso {id: "meso_1bed2ba5"})-[r]-(related)

{
WITH collect(DISTINCT related.id) as relatedlds "id": "micro_6853af78",
"entityType": "Micro",
"name": "Modify PAM Authentication Process",
MATCH (a)-[r]-(b) "nameType": "categorical",
WHERE a.id IN relatedlds AND b.id IN relatedlds AND a.id < b.id "description": "AuthDoor overwrites pam_unix.so and hooks into

pam_sm_authenticate to intercept and capture user credentials during
authentication.",

"content": "Text explicitly describes overwriting PAM module and
hooking authentication function; mapped to T1556.001 as it involves modifying
PAM for credential access and persistence.",

"attributes": {

"technique": "T1556.001 — Modify Authentication Process: Pluggable
Authentication Modules (PAM)"

RETURN a, , b

}
}
{
"tactic": "Persistence",
"name": "T1547.003 - Pluggable Authentication Modules",
"description": "Implemented AuthDoor backdoor in PAM modules to
\\Brovide persistent access via hard-coded magic password and credential 4‘//

#POC2025



DEMO: Enhancing Inference-Driven Critical Path Analysis with Knowledge

2 Planner - decompose sub-questions

(D Knowledge Decision

Logic Form Planning:

Step1: Which historical events have abused AccessKey?
NN eleTe[aliI\Z-X 0% (-3l Logical form: Retrieval(s=s1:Credential[AccessKey], p=belong, o=01:MicroEvent) Knowledge Graph
Step2: What actions did actor using AK/SK in those events?

Logical form: Retrieval(s=01:MicroEvent, p=include, o=02:Action)

Step3: What permissions are required to perform such actions?

Logical form: Retrieval(s=02:Action, p=require, 0=03:Permission)

Query: What should we next do with AK/SK?

@ Memory — retrieve similar cases

@ Reflector — Is reasoning complete?

history

Query: Fx{What should we next do with AK/SK?}
solved answer: [ListResources, DownloadObiject,

can answer what actions can an attacker perform using AK/SK?

Createlnstance]
supporting facts: [{In APT41...},{}]

® YES, integrate for output by Generator

plugins

BAS: First, should use CheckAKPermission{T1087.004} Plugin..Second,should use CheckRole{T1069.003} Plugin..

#POC2025




Next, We will Introduce

How The BAS Agent Maximizes the value of
this Condensed Knowledge
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— Digital Assets (. ') X Attack Surfaces (/') X Vulnerabilities ( ")
As time progresses, Cyber Risk will only continue to increase

How can we allocate our limited resources more rationally as the defending side

#POC2025



Traditional fuzzing performs poorly In intrusion scenarios

ALl

FUZZ

S0
@

THINGS

Excessive invalid TTP combinations

In intrusion scenarios, TTPs have a sequential and dependency order, and
iIncorrect combinations result in completely ineffective execution

Insufficient path discovery capability

Online product environments are complex and ever-changing, and
traditional code logic discovery will miss many possible execution paths

#POC2025



With the support of large models, we can automatically discover more possibilities

Agentic Al Based on Environmental
Perception TTP Combination

Excessive invalid TTP combinations

Plugins can only be combined randomly, which is
very mechanical

Insufficient path discovery capability Large models' superior comprehension
Various if/else statements need to adapt to different and distillation capabilities drive the

scenarios, which lacks flexibility discovery of more possibilities

#POC2025



We expect to discover more valuable links through automation with limited resources

your
life path

THE PAST

ThHE FUTURE

Discovering Unknown Network
Domain Environments

Discover assets with missing
protection capabilities

Discover protective capacity
shortcomings
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Automated Attack Drill Scenario Construction Based on Knowledge Graphs

(1) Filter out drill targets from massive production nodes (3) Mapping based on LLM-based descriptions

(2) Retrieve all ATT&CK phases and TTPs from the knowledge
graph. fane ‘ S
Plugin wame: xxxx
Phase: collection
Tid: TI005
Description:

1 2222 2.2.2.2.0.9.9.0.0.¢.¢

) 2. 2.2.0.2.0.0.0.9.0.9.0.9.0.4
Code:

Qxxxxxxxxxxxxxy

(4) Randomly combine attack actions for each node
based on Kill Chain

#POC2025



Automated Drills Based on Drill Playbook

000000

Attack Engine

000000

) 5. Update DAG

=
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Discover more drill paths based on Agentic Al

Execution Path Discovery

Attack Scenario Discovery

1. Inspiring LLM decision-making capabilities through methods such
as chain-of-thought

2. Enhancing attack technique generalization ability through similar
plugin selection

1. Discover more vulnerability scenarios by
understanding content output

&

Attack plugin

Executor

Vector Knowledge

Attack plugin

&

Attack plugin
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Agentic has insufficient generalization ability in the process of plugin selection and utilization

Every time the Agent encounters the same type of input, the tools called each time are similar

Taking the utilization of databases as an example

In fact, there are many other paths to choose from, but it's easy to
end up selecting duplicate plugins

.. 'heft Database Tgols for Theft X for Theft

-
/’,
o
-
-

d/g

Database
— s

saL

Target Database #POC2025




Building an Entity-Based Plugin Weight Library

Entity type Plugin Name

MySQL connection string Stealing data via pymysql

MySQL connection string

MySQL conneetOmString \

Credent
o ials
"
MySQL
LNHEE

Constructing a weight repository for plugins based on
entity dimensions

Dynamic registration : : Select G Call
Leveraging database ) p

query tools

SelBctor @ Executor e Target Database
Leveragin% command- #P0OC2025
line slow SQL queries



Knowledge Graph-Assisted Attack Path Guidance

Using a Knowledge Graph to Guide Attack Path Discovery

Node details
Tool
£ find id : :
(1) \ can wna moye guu ance owv how | o
<>
Skou\a Proceea / Hummary TExolo b LEMNE NET-NS, an
d nDNS. sl b
Vector Knowledge e blir g intare:
INTLM ¢
nhars
hisoring
redentisl Scoass Lactic.']”
pilr_ioc "1 lileName®: responder™, "url”
"MepaiigitfubcorvigardxSRes
“ g desoription
: ; /" man-1n-rha-mddla tanl thar pai
y ',-"' : aong hraadarst pama res ol ar
sols (LLMNR. M3T-NS, enc
‘\\\ , d aou ey WPAD 1o 251
/ \,\\\ "‘.’
/ 5 /
‘ S Y. ] =z olatform"
NS Ly ¥
. k4 chunk_id
o . \\ //" f cantent
v
. @ @ ’ 0 - N 4 allr_tactics
& At ¢ g \ gy e i R attr_semanticTyp "Cradential Azcere Taol
\

ResponcerMultiRelay

"Wesparcies”
12409 P TLLMHE TS NS 200 v 00) NTUU VG Fvie

© O ekl dquexy +the knowledge graph +o
dererw\ivse v vwex+ S'(:QPS

"1osl_4e312alEcEeTeGToad s

Arrar. Livwend Daltss -3

niro
aMir_capabilities "|" 7. Thelt™ "Man-in-th
PSR o A A LN, W EACY W A0S e e W aMddle”

. ° Featurse attr_toclType “Tard
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Automated Path Annotation Based on Cumulative Scoring

 Scores are assigned during execution based on each
attack action and its outcome.

Intuitive visualization of the path's
status based on its score

e Detection Status
e Shadow Assets
* Missing Logs

Perception

Environment

#POC2025



Furthermore, the overall stability and
success rate during the exercise are
paramount.
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Prolonged or multi-turn exercises can cause the LLM to drift from its predefined goals and intent.

20 Total Retrieved Documents (~4K tokens)
75

~J
-

>
O
e
= 65
O
O
<

1st 5th 10th 15th 20th
Position of Document with the Answer

gpt-3.5-turbo-0613
— = gpt-3.5-turbo-0613 (closed-book)

Liu et al. (2024). "Lost in the Middle: How Language Models Use Long Contexts"

When critical information is placed in the middle of the A

context, recall accuracy drops significantly

Context Windows

Objectives

Objective 1

Action 1
Information in the middle of

the context is easily 'lost' or
'ignored’' by the model

Objective n

Action n
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Use two methods to refocus the large model
Graph State “BlackBoard” Ccontext Recoreding

LangGraph-based state management with blackboard pattern for Repositions key context to attention-focused zones.
shared memory across agents

Context Chunks Reranked Context Chunks

User

Irput: "Gererote a chart of
average Tewmperaturg Aloska
over The past decode”

If FINAL ANSWER"

Generator

3 . " . | 7 y . r
(Call o "searah” fumetion | (I€ stotements \ (Code Exeardionts)
OR FIN'ISH) /" \\ =N \ g W /""'"/ B ’/~ .\‘-.‘ 7

R e s ea m»\e r .'.. .'// S \_\‘: \ ,‘l

P i ja. 72 putput d : " . " " o
__,/ . Vv If continue 1
T — S e

ond statel'senderd
L : == 'researcher
and statel sender ]
== .Cb-.o\r“t é;e'nf'fc\'tcf‘v

I# Punction s called

IP Statel sender'] == \ Ift Statel serder ]

" o
‘Reseorcher == C-hou"t Generotor
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Too much plugin information included in the prompt becomes problematic

"olugin_nane": "MySQL_Catabase Avtomated _Fxploil: n",
“dascription”: "Autanation connacts using the input conrection string via pymysql anc performs autamatad tabla enu
"narams*: {
‘canneation®: 4
'type": "object",
'deseriplion Conlains all authent o m and address ioformalion requiced o connect to the service",
‘proparties*: {
“type": "object”,
“desaription”: "Contains 2ll avthenticaticn and address infarmation required ta connect ta the service',

"oroeperties': {
"el®:
“type®: "string“,
"description®™: "Jatabese I™ gddress or donain neng
)
"Port®: {
"type™: "string™

“description®: “Ine database port numbter.”

"UserNare': {

4
"descriptior '‘"assword used for authenticatio
}
'
"required"™: I UserNeme | ore
}
k.
"proxy”: o
'type": "string",
'description” ! Infornation about the enabled pgroxy address”™

Internally, we have built and curated a library of over a thousand Each plugin's description and its associated parameter
attack plugins based on ATT&CK TTPs. information is extremely detailed and verbose
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First : Agent Layering: Split one agent into multiple agents

— T T — 2 | only vweed +o select an appyopyiate plugin based \\\
N N \ the task descyiption V'
| | vieed 4o select some plugins capable of \\\\ . _~
completing this task from |k+ Plugins \ : 7 //j\ rEane - A
\‘ ‘
Z | veed 4o select the Final one +o execute From /‘/
4;.(nese plugins
— \
Select the final execution plugin based on the \\&
curvent evwivonment /
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Then: Use File System as a Context

Prompt engineering vs. context engineering

Prompt engineering Context engineering for agents
for single turn queries

Context window FPossible context to give mode| Context window

A key strategy to resolve information loss
and context limitations is to use the file
system as the 'ultimate context'

#POC2025



Some issues with hallucinations

Tool cyclic calls

execute Execute error | error message
o » @ —— > | The entered information is not a valid

IP address

Too\ Ca\l Stove
Database

executor Network segment scan

executor

Tool cyclic calls -> Container load surges -> Container OOM -> Service Interruption

Parameter passing anomalies resulted in the failure of the actual exploitation.

Proxy: 123 0 0 1:1080
WY one

Proxy Address »
120.x.X.123:1080

|
37

executor
Actually

e

 Covvection

Proxy: 127.0.0.1:1080

Proxy: 120 * * 12521080
Bivoo #P0C2025




Demo

Coming
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Summary

Coming
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Thanks

(-] Alibaba Cloud
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Context Length Alone Hurts LLM Performance Despite Perfect Retrieval - https://arxiv.org/htmi/2510.05381v1

KAG: Boosting LLMs in Professional Domains via Knowledge Augmented Generation - https://arxiv.org/pdf/2409.13731
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