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Today, The Growing Asymmetry 
Between Attack and Defense.
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Calculate Cyber Risk Using Attack Paths

“ Cyber Risk = Digital Assets（N） ×  Attack Surfaces（M） ×  Vulnerabilities （K）”

Exploitable Flaws e.g.,Critical CVEs

VulnerabilitiesDigital Assets

Targets e.g.,Cloud Services,Core DBs Exposure Points e.g.,Open Ports 

Attack Surface
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Pentesting & Red Teaming Are Not Enough: Coverage Gaps
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Breach and Attack Simulation : Continuous, automated, scalable

• Traditional BAS relies on predefined scenarios


• Attack knowledge evolves faster than human updates


…

BAS with Attack knowledge – autonomously operating daily is our ideal path!

APT Intelligence Red-Blue Confrontation Report Externally Reported Vulnerabilities …
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However, this ideal path faces critical bottlenecks that demand solutions
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The Bottleneck: Attack Knowledge is Fragmented & Unstructured

The Expert Bottleneck

Unstructured Text

Fragmented Intelligence

Critical intelligence is fragmented, forcing analysts to piece together across many reports.

Over-dependent on expert judgment to decode complex attack chains from like APT report, 
with teams facing 30-40 new APT reports each week.

The knowledge form report isn't machine-readable, difficult to directly apply to BAS.
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The Bottleneck: Attack Knowledge is Fragmented & Unstructured

The Expert Bottleneck

Unstructured Text

Fragmented Intelligence

Critical intelligence is fragmented, forcing analysts to piece together across many reports.

Over-dependent on expert judgment to decode complex attack chains from like APT report, 
with teams facing 30-40 new APT reports each week.

The knowledge form report isn't machine-readable, difficult to directly apply to BAS.

Wait … Can AI tackle these Challenges?
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Now, AI can tackle Specialized tasks like Crypto Trading
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Augment Knowledge always for LLM to Specialized tasks
Common Approach #1: Doc RAG Common Approach #2: Graph RAG

Low Accuracy and Poor Logic 
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Need More Friendly Knowledge in Cybersecurity

Hallucinations Are Unacceptable in Cybersecurity！

Accuracy drops drastically as input length increases

From Context Length Alone Hurts LLM Performance Despite Perfect Retrieval https://arxiv.org/html/2510.05381v1
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Building Threat Brain Core: AI, 
KG, and the Future of BAS LLM x AI Agents

Knowledge Graph Attack Platform
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Our Vision: From Threat Intelligence to Dynamic "Brain"
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Solution Technology Architecture both KG and BAS
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Aggregate Internal & External Threat Intelligence

• RSS 
• Chrome Headless
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Standardize and Parse Threat Intelligence

Format Standardization 🧩 Document Chunking ✂

Input HTML/PDF/IMAGE/TXT.. Normalize to Markdown
• Remove Ads and Noise

Cut N x Chunks

• Using visual model analysis images

• Use Docling to unified transformation
• Fixed-Size Chunking：Split by token

• Structure-Aware Chunking：Aligns with document hierarchy

• Semantic Clustering Chunking：Find "Similarity"

• Semantic Breakpoint Chunking：Detect "Difference"
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Defining Core Entities and Relationships

• Threat actors, malware, TTPs, infrastructure as key Entities 

• Relations with inverse pairs, e.g., (uses, used_by) and (attacks, attacked_by)

define  Entitiy/Relation can refer STIX2.1
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Chaining Complex Cyber Attacks in Knowledge Graphs

Initial Access Event 
T1566.001 (Spear-Phishing Attachment) 


Attacker ↔ Spear-Phishing Email ↔ ISO File ↔ Victim

Execution Event 
T1204.002（User Execution: Malicious File）


Victim ↔ EXE ↔ DLL ↔ Payload

…

Persistence  Event 
T1574.001（Hijack Execution Flow: DLL Side-loading）


T1547.001（Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder）


DLL ↔ Registry ↔ Legitimate Program ↔ System Process
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Core Challenge: High Cost of Knowledge Graph Construction

What in there?What in there? …KFC Crazy Thursday

✅❌

Actor、Malware…

① LLM-Driven Automation 
• Automate entity, attribute, and relation extract 

Reduces human effort >70%

② Noise Mitigation via Multi-Level Alignment 
• Schema alignment e.g., ATT&CK v18


• Semantic alignment to resolve ambiguity

High-Quality Knowledge Graphs Require Significant Effort and Expertise
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Core Challenge: Knowledge Sparsity in KGs

Knowledge Graphs Only Contain Entities, Relations, and Attributes, Missing rich context from APT reports

Full context, evidence

Event-level knowledge

Schemas for Tactics and Techniques

① Three-tiers Knowledge Structure 
• KGcs: TTP-aligned, formalized knowledge 

• KGfr: Extracted via LLM using Event Schema 

• RC: Raw text chunks, codes, images 

② Mutual Indexing Structure 
• Every node linked to source RC  

• LLM: Structural reasoning + evidence retrieval
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ATT&CK-Native Event Layering: Macro → Meso → Micro

• Macro Event -> MITRE ATT&CK®Campaigns


• Meso Event -> MITRE ATT&CK®Tactics


• Micro Event -> MITRE ATT&CK®Techniques

Atomic TTPs

 TTP Chains
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Defining Core Events and Relationships

E2

<Sequential >
<Causal>

<Concurrent>
<Compositional>

• Structured Events via semantic schemas (entities + relations)


• Cross-event links enable multi-hop reasoning

E11

e.g., Meso Event - 'Initial Access - Delivery & User Execution’
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Defining LLM-Friendly SPG Attribute: Knowledge + Information

• Knowledge Zone: Semantic stability, Structured, Reusable knowledge elements


• Information Zone: Context-dependent, Mutable factual information

{ 
      "id": “macro_actor_01", 
            index: Text 
      "type": "Actor", 
      "name": "void arachne”, 
            index: TextAndVector 
      "nameType": "specific", 
      "description": "APT group specializing in SEO poisoning and 
social media malware distribution targeting …”, 
            index: TextAndVector 
      "summary": "Void Arachne is a threat actor group …”, 
      "attributes": { 
        "aliases": [], 
        "country": "Unknown", 
        "region": "Unknown", 
        "actorType": "organization", 
        "primaryMotivation": "economic_gain", 
        "targetCountries": ["CN"], 
        "targetRegion": "East Asia", 
        "targetIndustries": "Unknown", 
        "sophisticationLevel": "Organized Advanced Threat", 
        "semanticType": "Cybercrime Group", 
        "confidence": 0.98 
      } 
    }

e.g., Actor.schema
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LLM-Driven Information Extraction Pipeline

Macro Event & 
Relation Extraction

Chunk-by-Chunk 
Analysis

Confidence Filter

Micro Event & 
Entity Extraction

Chain of Thought 

Chain of Thought 

Multi-round 
Conversation

Top-KValidate

Validate

Extract Relationships 
& Attributes

Prompt schema

TTP inference 
Micro Event

LocalEntity Alignment
"entities": [{…}],


“relationships": [{…}]

Full-Text Analysis

Confidence Filter

GlobalEntity Alignment



#POC2025

Knowledge Alignment & Knowledge Graph Construction Pipeline
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Knowledge Alignment & Knowledge Graph Construction Pipeline
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DEMO：Using DSL to Query APT Event Entities via SPG Graph

① Identify the core APT event

Search: What happened in the CL-STA-0969 targeting event

② Query Meso events via DSL on SPG graph

③ Retrieve all related Meso entities using DSL

DSL: 
MATCH (macro:Macro)-[r1:HAS]->(meso:Meso) 
WHERE macro.name = 'CL-STA-0969 targets telecommunications 
infrastructure in Southwest Asia for espionage'

DSL: 
MATCH (m:Meso {id: "meso_1bed2ba5"})-[r]-(related) 
WITH collect(DISTINCT related.id) as relatedIds 

MATCH (a)-[r]-(b) 
WHERE a.id IN relatedIds AND b.id IN relatedIds AND a.id < b.id 
RETURN a, r, b

④ Into LLM for Augmented Generation

Response: 
"entities": [ 
      { 
             "id": "micro_6853af78", 
        "entityType": "Micro", 
        "name": "Modify PAM Authentication Process", 
        "nameType": "categorical", 
        "description": "AuthDoor overwrites pam_unix.so and hooks into 
pam_sm_authenticate to intercept and capture user credentials during 
authentication.", 
        "content": "Text explicitly describes overwriting PAM module and 
hooking authentication function; mapped to T1556.001 as it involves modifying 
PAM for credential access and persistence.", 
        "attributes": { 
          "technique": "T1556.001 - Modify Authentication Process: Pluggable 
Authentication Modules (PAM)" 
        }, 
    }, 
       { 
          "tactic": "Persistence", 
          "name": "T1547.003 - Pluggable Authentication Modules", 
          "description": "Implemented AuthDoor backdoor in PAM modules to 
provide persistent access via hard-coded magic password and credential 

Knowledge Graph



#POC2025

DEMO：Enhancing Inference-Driven Critical Path Analysis with Knowledge

① Knowledge Decision

Query: What should we next do with AK/SK?

② Planner → decompose sub-questions

Logic Form Planning: 
Step1: Which historical events have abused AccessKey? 
Logical form: Retrieval(s=s1:Credential[AccessKey], p=belong, o=o1:MicroEvent) 
Step2: What actions did actor using AK/SK in those events? 
Logical form: Retrieval(s=o1:MicroEvent, p=include, o=o2:Action) 
Step3: What permissions are required to perform such actions? 
Logical form:  Retrieval(s=o2:Action, p=require, o=o3:Permission) 

Knowledge GraphAl Cognitive Core

③ Memory → retrieve similar cases

Query: Fx{What should we next do with AK/SK?} 
solved answer: [ListResources, DownloadObject, 
CreateInstance] 
supporting facts: [{In APT41…},{}]

④ Reflector → Is reasoning complete? 

can answer what actions can an attacker perform using AK/SK? 

⑤ YES, integrate for output by Generator

BAS: First, should use CheckAKPermission{T1087.004} Plugin..Second,should use CheckRole{T1069.003} Plugin..
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Next, We will Introduce  

How The BAS Agent Maximizes the value of 
this Condensed Knowledge
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“ Cyber Risk = Digital Assets（N） ×  Attack Surfaces（M） ×  Vulnerabilities （K）”
As time progresses, Cyber Risk will only continue to increase

How can we allocate our limited resources more rationally as the defending side
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Excessive invalid TTP combinations
In intrusion scenarios, TTPs have a sequential and dependency order, and 
incorrect combinations result in completely ineffective execution


Insufficient path discovery capability
Online product environments are complex and ever-changing, and 
traditional code logic discovery will miss many possible execution paths


Traditional fuzzing performs poorly in intrusion scenarios



#POC2025

Plugins can only be combined randomly, which is 
very mechanical


Excessive invalid TTP combinations

Insufficient path discovery capability Large models' superior comprehension 
and distillation capabilities drive the 
discovery of more possibilities

Various if/else statements need to adapt to different 
scenarios, which lacks flexibility


Agentic AI Based on Environmental 
Perception TTP Combination

With the support of large models, we can automatically discover more possibilities
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• Discovering Unknown Network 
Domain Environments

• Discover assets with missing 
protection capabilities

• Discover protective capacity 
shortcomings

• ……

We expect to discover more valuable links through automation with limited resources
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(1) Filter out drill targets from massive production nodes
(2) Retrieve all ATT&CK phases and TTPs from the knowledge 
graph.

（4） Randomly combine attack actions for each node 
based on Kill Chain

Plugin A�
Plugin B�
Plugin C�
……�

Plugin D�
Plugin E�
Plugin F�
……�

(3) Mapping based on LLM-based descriptions

Plugin name: xxxx�
Phase: collection�
Tid: T1005�
Description: 
xxxxxxxxxxxxxxx
xxxxxxxxxxxxxxx�
Code: �
Xxxxxxxxxxxxxxx

Automated Attack Drill Scenario Construction Based on Knowledge Graphs
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Plugin A�
Plugin B�
Plugin C�
……�

Plugin D�
Plugin E�
Plugin F�
……�

……�
……�
……�
……�……�

……�
……�
……�

1. Consumption

2. Launch Malicious Facility
3. Execute

4. information input

5. Update DAG

Attack Engine

Automated Drills Based on Drill Playbook
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Execution Path Discovery 

Analyse

<think> 

The current input 
has been analyzed 
and can be further 
utilized

<think>

<goal> 

Connecting to the […] and 
enumerating sensitive 
data…

<goal>

1. Discover more vulnerability scenarios by 
understanding content output

1. Inspiring LLM decision-making capabilities through methods such 
as chain-of-thought


2. Enhancing attack technique generalization ability through similar 
plugin selection

Attack Scenario Discovery 

planner

Todolist
1. Verify the integrity of 
the connection string

2. Check if the network is 
connected.

Executor

Attack plugin

Attack plugin

Attack plugin

Consumption

Disassemble

Discover more drill paths based on Agentic AI
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Every time the Agent encounters the same type of input, the tools called each time are similar

Taking the utilization of databases as an example

In fact, there are many other paths to choose from, but it's easy to 
end up selecting duplicate plugins

Agentic has insufficient generalization ability in the process of plugin selection and utilization
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Entity

Host

Credent
ials

数据库

Selector

Constructing a weight repository for plugins based on 
entity dimensions

Dynamic registration
Leveraging database 

query tools

Leveraging command-
line slow SQL queries

Executor

Select

Leveraging database 
query tools Target Database

Call Steal

Building an Entity-Based Plugin Weight Library
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Knowledge Graph-Assisted Attack Path Guidance

Using a Knowledge Graph to Guide Attack Path Discovery

(1) I can't find more guidance on how I 
should proceed

(3) Now I Know How to do it !!!

(2) I will query the knowledge graph to 
determine my next steps
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Automated Path Annotation Based on Cumulative Scoring

• Scores are assigned during execution based on each 
attack action and its outcome.

• Detection Status 
• Shadow Assets 
• Missing Logs 
• ……

Intuitive visualization of the path's 
status based on its score
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Furthermore, the overall stability and 
success rate during the exercise are 
paramount.
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Liu et al. (2024). "Lost in the Middle: How Language Models Use Long Contexts"

When critical information is placed in the middle of the 
context, recall accuracy drops significantly

Simply extending the context window does not 
guarantee the model will maintain focus on core 
objectives

Information in the middle of 
the context is easily 'lost' or 
'ignored' by the model

⚠

Prolonged or multi-turn exercises can cause the LLM to drift from its predefined goals and intent.
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Graph State “BlackBoard” Ccontext Recoreding

Repositions key context to attention-focused zones.LangGraph-based state management with blackboard pattern for 
shared memory across agents

Use two methods to refocus the large model
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Internally, we have built and curated a library of over a thousand 
attack plugins based on ATT&CK TTPs.

Each plugin's description and its associated parameter 
information is extremely detailed and verbose

This massive volume of registration information degrades the 
Agent's accuracy when attempting to select the appropriate plugin

⚠

Too much plugin information included in the prompt becomes problematic
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1. I need to select some plugins capable of 
completing this task from 1k+ plugins�

2. I need to select the final one to execute from 
these plugins

I only need to select an appropriate plugin based on 
the task description

✅

✅

Select the final execution plugin based on the 
current environment

Normal 

Excellent !!!

First : Agent Layering: Split one agent into multiple agents
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A key strategy to resolve information loss 
and context limitations is to use the file 
system as the 'ultimate context'

Then: Use File System as a Context
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Some issues with hallucinations 

Tool cyclic calls -> Container load surges -> Container OOM -> Service Interruption

Parameter passing anomalies resulted in the failure of the actual exploitation.

First tool call 

Tool Name: scan 

Params: {……}

Tool Name: scan 

Params: {……}

Repeated Calls

Store

Recover

Invoke

Tool Name: Database 

Params: {�
proxy: 127.0.0.1:1080�

} Wrong!!!

Search & Check

Tool Name: Database 

Params: {�
Proxy: 120.*.*.123:1080�

}

Correction

Bingo !

Tool Call Store 
Database

Plugin Context

Proxy: 120.*.*.123:1080

………………

………………
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Demo

Coming
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Summary

Coming
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Thanks

ZUOTONG FENG & JIALIANG WU 
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Context Length Alone Hurts LLM Performance Despite Perfect Retrieval - https://arxiv.org/html/2510.05381v1


KAG: Boosting LLMs in Professional Domains via Knowledge Augmented Generation - https://arxiv.org/pdf/2409.13731

https://arxiv.org/html/2510.05381v1
https://arxiv.org/pdf/2409.13731

