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The purpose of Sandbox  
The ideal operating of a sandbox  
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Á Android smart platform  sandbox  

Sandbox area  
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Reality of sandbox security  
However, the reality is a battlefield  
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Á Security Technology Issue  

APP 

Application  
Framework  

Dalvik VM  

library  

OS kernel  

Smart platform  

Hardware  

Application manipulation 
through platform kernel attack  

Core library  
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Á Security threat caused by malware inside of Sandbox  
 

 -  various Backdoor, Trojan S/W and malwares with a form of app  
 

 -  Overcharged fee, personal information leak, eavesdropping etc.  
 

 -  H/W device meltdown, sending spam SMS, DDoS botnet attack  
 

 -  Can be handled by verifying app integrity and a vaccine  

 
Á Security threat caused by vulnerabilities out side of Sandbox  

 

 -  Android 3 rd  party application and web browser remote attack , 2010  
 

 -  Local rooting exploit code using kernel vulnerability, Aug 2009  
 

 -  LKM type kernel rootkit (Defcon 18) , June, 2010  
 

 -  Hard to apply a security update on a smart platform  
 

      * Reference: http://www.exploit - db.com 



Technical Description I  
 

Kernel Level Hooking Techniques  
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Á LKM (Loadable kernel module) access technic  
 

 -  Can both add or remove a new code without a kernel compile or reboot  
 

 -  Change function addr  in sys_call_table  into hacker s̃ function and hook it  

 
Á KMEM device access technic  

 

 -  Silvio Cesare s̃ R̆UNTIME KMEM PATCHING  ̇/ sd s̃ Phrack  58- 7 
 

 -  Access via / dev/mem(physical), / dev/kmem(virtual)  memory mapping files  

 (6/30)  
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Á Searching sys_call_table  
 

 -  Getting sys_call_table  address in vector_swi  handler  
 

 -  Finding sys_call_table  address through sys_close  address searching  

 
Á Treating version magic  

 

 -  Modification of UTS_RELEASE value in utsrelease.h  header  
 

 -  Modification of __ module_depends  value in the kernel module  
 

 -  Direct overwrite of vermagic  value in a compiled kernel modile  binary  

 (7/30)  



Á Branches of Android platform kernel hooking  

USER 
MODE 

KERNEL 
MODE 

Dalvic Virtual Machine  
(java)  

Core/Native library  
(C/C++)  SWI 

UNDEFôs branch code  

Resetôs branch code  

SWIôs branch code  

é 

0xffff0000  

vector_swi ôs address  

0xffff0008  

0xffff0420  

vector_swi  

sys_unlink ôs address  

system call table  

sys_execve ôs address  

sys_chdir ôs address  

0x0a  

0x0b  

0x0c  

sys_timeôs address  0x0d  

é 
sys_execve  

exception vector table hooking  

vector_swi (exception handler) hooking  

sys_call_table hooking  

kernel byte code patching  

Exception vector table (EVT)  

Exception 
Handler  

system call function  
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Int main() {  
    write();  
}  

write() {  
    é 

    mov r7, #4  
    svc 0x00000000  
    é 

}  

SWI 

UNDEFôs branch code  

Resetôs branch code  

SWIôs branch code  

é 

0xffff0000  

Exception vector table (EVT)  

vector_swi ôs address  

0xffff0008  

0xffff0420  

User task  

libc.c  

ENTRY(vector_swi)  
        sub     sp, sp, #S_FRAME_SIZE  
        stmia   sp, {r0 -  r12}  
... 
        get_thread_info tsk  
        adr     tbl, sys_call_table  
        ldr     ip, [tsk, #TI_FLAGS]  
... 

sys_exit();  

system call table  

sys_fork();  

sys_read();  

0x01  

0x02  

0x03  

hacked_write();  0x04  

é 

hacked_write(){  
    sys_write();  
}  

sys_write() {  
    é 

}  

Exception handler  

Calling the original 
function  

Calling the 
manipulated 
function  

Á Basic techniques for sys_call_table hooking #1  

USER 
MODE 

KERNEL 
MODE 



Int main() {  
    write();  
}  

write() {  
    é 

    mov r7, #4  
    svc 0x00000000  
    é 

}  

SWI 

UNDEFôs branch code  

Resetôs branch code  

SWIôs branch code  

é 

0xffff0000  

Exception vector table (EVT)  

vector_swi ôs address  

0xffff0008  

0xffff0420  

User task  

libc.c  

ENTRY(vector_swi)  
        sub     sp, sp, #S_FRAME_SIZE  
        stmia   sp, {r0 -  r12}  
... 
        get_thread_info tsk  
        adr     tbl, sys_call_table  
        ldr     ip, [tsk, #TI_FLAGS]  
... 

sys_exit();  

system call table  

sys_fork();  

sys_read();  

0x01  

0x02  

0x03  

sys_write();  0x04  

é 

Exception handler  

USER 
MODE 

KERNEL 
MODE 

sys_write(){  
    hacked_write();  
}  

hacked_write() {  
    é 

}  

Á Basic techniques for sys_call_table hooking #2  

Calling the 
manipulated 
function  

Calling the Hooking 
function  
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Int main() {  
    write();  
}  

write() {  
    é 

    mov r7, #4  
    svc 0x00000000  
    é 

}  

SWI 

UNDEFôs branch code  

Resetôs branch code  

SWIôs branch code  

é 

0xffff0000  

Exception vector table (EVT)  

vector_swi ôs address  

0xffff0008  

0xffff0420  

User task  

libc.c  

ENTRY(vector_swi)  
        sub     sp, sp, #S_FRAME_SIZE  
        stmia   sp, {r0 -  r12}  
... 
        get_thread_info tsk  
        adr     tbl, fake_sys_call_table  
        ldr     ip, [tsk, #TI_FLAGS]  
... 

sys_exit();  

Fake system call table  

sys_fork();  

sys_read();  

0x01  

0x02  

0x03  

hacked_write();  0x04  

é 

hacked_write(){  
    sys_write();  
}  

sys_write() {  
    é 

}  

Exception handler  

Manipulated table calling manipulated function  

Á Modifying vector_swi handler routine  

USER 
MODE 

KERNEL 
MODE 

sys_exit();  

system call table  

sys_fork();  

sys_read();  

0x01  

0x02  

0x03  

sys_write();  0x04  

é 

Calling the original 
function  
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SWI 

UNDEFôs branch code  

Resetôs branch code  

SWIôs branch code  

é 

0xffff0000  

Exception vector table (EVT)  

Fake vector_swi addr  

0xffff0008  

0xffff0420  

ENTRY(vector_swi)  
        sub     sp, sp, #S_FRAME_SIZE  
        stmia   sp, {r0 -  r12}  
... 
        get_thread_info tsk  
        adr     tbl, fake_sys_call_table  
        ldr     pc, exception_handler  
... 

sys_exit();  

Fake system call table  

sys_fork();  

sys_read();  

0x01  

0x02  

0x03  

hacked_write();  0x04  

é 

hacked_write(){  
    sys_write();  
}  

sys_write() {  
    é 

}  

Fake Exception handler  

Manipulated table calling manipulated function  

Á EVT modifying hooking techniques (vector_swi handler)  

sys_exit();  

system call table  

sys_fork();  

sys_read();  

0x01  

0x02  

0x03  

sys_write();  0x04  

é 

ENTRY(vector_swi)  
        sub     sp, sp, #S_FRAME_SIZE  
        stmia   sp, {r0 -  r12}  
... 
        get_thread_info tsk  
        adr     tbl, sys_call_table  
        ldr     ip, [tsk, #TI_FLAGS]  
... 

Exception handler  

Manipulated exception handler table  

Calling the original 
function  


