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Android smart platform sandbox
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The purpose of Sandbox

The ideal operating of a sandbox
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A Android smart platform . sandbox
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Reality of sandbox security

However, the reality is a battlefield
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A Security Technology Issue

Hardware

Snﬁt\plqtform

)S kernel

Application manipulation
through platform kernel attack

sys_call_table[5] hook: sys_open addri cO49b024, p_adu\

sys_call_table[4] hook: sys_write addr: co49dd14, p_ac
syscall code modify: 5ys_reboot addr: cO41Bebl, p_addr
Kernel Code Modification:

c0 00 0¢ f1 04 c0 a0 21 00 d8 24 29 04 b0 4¢ 18

40 4d g2 18 00 0b o5 1 10 0b g5 20 20 op o5 00

30 &3 10 30 Ob 5 0b 00 00 ga 18 20 1b &5 10 30

1b e5 03 10 82 g0 10 30 1b g5 0% 20 a0 2l 1¢ 30

1b e5 03 30 82 g0 00 30 4% 25 00 30 1 5 10 30

\_1bes013083e210%00bes 1020 b5 2030
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Security threat caused by malware inside of Sandbox

various Backdoor, Trojan S/W and malwares with a form of app

Overcharged fee, personal information leak, eavesdropping etc.

H/W device meltdown, sending spam SMS, DDoS botnet attack

Can be handled by verifying app integrity and a vaccine

Security threat caused by vulnerabilities out side of Sandbox

Android 3 " party application and web browser remote attack , 2010

Local rooting exploit code using kernel vulnerability, Aug 2009

LKM type kernel rootkit (Defcon 18) , June, 2010

Hard to apply a security update on a smart platform

* Reference: http://www.exploit - db.com

C INETCOP

jotal security solution



Technical Description |

Kernel Level Hooking Techniques
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A LKM (Loadable kernel module) access technic

- Can both add or remove a new code without a kernel compile or reboot

- Change function addr in sys call table into hacker s function and hook it

A KMEM device access technic
- Silvio Cesare™s” RUNTIME KMEM PATCHING ° [/ sd”s Phrack 58- 7

- Access via/ dev/mem(physical), / dev/kmem (virtual) memory mapping files

sys_call_table[]

f export PATH=/data/local/bin:$PATH
$ lsmod

ponet3? 28744 O - Live DxdDchODDD
btush 10316 0 - Live (edDcdB000
sco BO4E O - Liwve DxdDc21000

sys_llseek

~— sys_getdents

rfoomm 29876 O - Liwe DeodDa7 1000
eieaioel bnep 10076 0 - Live Dwd0a2T000
- 1Zcap 10444 4 rfoomm,bnep, Live (xdDGHe000
bluetooth 47784 5 btush,sco, rfoomm, bnep, 12cap, Live OwdDBETDOD
rfkill 9776 1 bluetooth, Liwve D:xdDB44000
f imsmod
usage: insmod <module.o>
L I ~ £ 1s -1 Sdew/mem
; hacked. jents : root root 1, 1 2011-01-03 22:52 mem

root root 1, 2 2011-01-03 22:52 kmem
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A Searching sys_call_table

- Getting sys call table address in vector swi handler

- Finding sys call table address through sys close address searching

A Treating version magic

- Modification of UTS RELEASE value in  utsrelease.n header
- Modification of _ module _depends value in the kernel module

- Direct overwrite of = vermagic value in a compiled kernel  modile binary

fis/open.c: ‘ # insmod sys_call_table.ko
EXPORT_SYMBOL(sys_close);
insmod: init_module 'sys_call_table.ko' failed (Exec format error)
call.5:
# dmesg ¢
T*0 % CALL(sys_restart_syscall
CALL(sys_exit) <3>[10605.267272] sys_call_table: version magic '2.6.29-omapl
CALL.(S)-'s_fork_wrapper} )
CALL(sys_read) preempt mod_unload ARMv3S ' should be "2.6.29-omapl preempt
CALL(sys_writc) mod_unload ARMvy7'
5w CALL(sys_open) =
CALL(sys_close) #

C INETCOP

jotal security solution



Android Kernel Rootkit = 313 (8/30)

Dalvic Virtual Machine -
(Java)

Core/Native library -
(C/IC++)

vector_swi (exception handler) hooking

Exception
andler

QXffﬁtO420

system call table

Sys _unlink & address

Sys_call _table hooking

Sys_time @& address

KERNEL
MODE

kernel byte code patching

system call function
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A Basic techniques for sys: call_table hooking #1

User task

Int main() {
write();

}
l libc.c

write() {
e
mov r7, #4

Exception vector table (EVT)

svc 0x00000000 =
e

USER
MODE

|
|
|
|
: 0xffff0000 Reset® branch code
|
: UNDEF & branch code
[
|
L, Oxffff0008 SWI& branch code
: SWi
} é
|
: OxFfff0420 vector_swi & address
|
|
|
: hacked_ write(){
: sys_write();
| }
|
: Calling the original 1
: function
: sys_write() {
| é
|
| }
|
|
| KERNEL
! MODE

|t

Exception handler

—>/ ENTRY/(vector_swi)

sub
stmia sp, {rO

sp, sp, #S_FRAME_SIZE
- 12}

get_thread_info tsk

adr tbl, sys_call_table
Idr ip, [tsk, #T|_FLAGS]
system call table
0x01 sys_exit();
0x02 sys_fork();
0x03 sys_read();
>|ox04 hacked_write(); ]
Calling the €
manipulated

function
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A Basic techniques for sys: call_table hooking #2

User task

Int main() {
write();

}
l libc.c

write() {
e
mov r7, #4

Exception vector table (EVT)

svc 0x00000000 =
e

USER
MODE

|
|
|
|
: 0xffff0000 Reset® branch code
|
: UNDEF & branch code
[
|
L, Oxffff0008 SWI& branch code
: SWi
} é
|
: OxFfff0420 vector_swi & address
|
|
|
: sys_write(){
: hacked_write();
| }
|
: Calling the Hooking
: function A 4
: hacked_write() {
| é
|
| }
|
|
| KERNEL
! MODE

|t

0x01

0x02

0x03

_—

0x04

Calling the
manipulated
function

Exception handler

—>/ ENTRY/(vector_swi)

sub
stmia sp, {rO

sp, sp, #S_FRAME_SIZE
- 12}

get_thread_info tsk

adr tbl, sys_call_table
Idr ip, [tsk, #TI_FLAGS]

system call table

sys_exit();
sys_fork();
sys_read();
sys_write();

é

CENETCOP

Wotal security solution



Hooking Techniques - 3s5

A Modifying vector_swi handler routine

User task

Int main() {
write();

}

write() {
é

l libc.c

mov r7, #4

svc 0x00000000 =~

e

USER
MODE

Exception vector table (EVT)

(11/30)

sub

adr

Exception handler

—>/ ENTRY(vector_swi)

sp, sp, #S_FRAME_SIZE

stmia sp, {rO

_ggt_m;ead info tsk

- 112}

tbl, fake_sys_call_table

1ar

D, 3K, #TT_FLAGS]

/ Fake system call table\

sys_exit();

sys_fork();

sys_read();
hacked_write();

é

—

4

[
|
[
|
: 0xffff0000 Reset® branch code
|
: UNDEF & branch code
1
| Oxffff0008
1, VX SWI& branch code
: SWi
} é
|
: Oxffff0420 vector_swi & address
|
|
|
| .
| hacked_vynte(){ 0x01
: sys_write();
| } 0x02
: Calling the original l
| function 0x03
|
| .
' sys,_wrlte() { Ox04
I e ]
|
| }
|
} \
| KERNEL
! MODE

Manipulated table calling manipulated function

0x01

0x02

0x03

0x04

system call table

sys_exit();

sys_fork();

sys_read();

sys_write();
é
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A EVT modifying hooking techniques (vector_swi handler)

Exception vector table (EVT) Fake Exception handler Exception handler
Oxffff0000 Reset& branch code —>/ENTRY(vector_swi) \ ENTRY (vector_swi)
sub  sp, sp, #S_FRAME_SIZE sub  sp, sp, #S_FRAME_SIZE
UNDEF & branch code stmia sp,{r0 - r12} stmia sp, {r0 - r12}
0Xffg8\208 SWI& branch code —_— get_thread_info tsk get_thread_info tsk
adr tbl, fake_sys_call_table adr  tbl, sys_call_table
é ldr  pc, exception_handler > Idr ip, [tsk, #TI_FLAGS]
Fake vector_swi addr
[ Ox{fff0420 = y Manipulated exception handler table I
/ Fake system call table\ system call table
hacked_write(){ 0x01 sys_exit(); 0x01 sys_exit();
sys_write();
} 0x02 sys_fork(); 0x02 sys_fork();
Calling the original
function 0x03 sys_read(); 0x03 sys_read();
SySéTWflteO { | | oxo4 el i ) 0x04 sys_write();
}

o — é

Manipulated table calling manipulated function
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