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QUICK RECAP



SEARCH ENGINE OF INTERNET-CONNECTED DEVICES
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SHODAN

Computer Search Engine

T

Receive Updates

Follow SHODAM on Twitter and get notified when the index gets updated and new
senvices or features get added.

.| Follow me on Twitter

Firefox Add-Ons

SHODAHN Helper by Gianni ‘guelfowel’ Amato

Auser-friendly interface to SHODAM search filters (country, hostname etc). Also
pravides useful links to relevant websites for security research. After installation goto
Tools -= Shodan’ to activate it.

Install Now

SHODAN Search Provider by sagar3a

[T your Firefox doesnt support OpenSearch, then this add-on is for you. It adds
SHODAMN to the list of search engines in Firefox to make searching ane-step closer.
Install Now

Options

SHODAN lets vou find serversd routers/ etc. by uging the simple search bar up above. Most of
the data in the index covers web zervers at the moment, but there iz =ome data on FTP, Telnet
and S5H services as well. Let me know which services interest you the most and [l prioritize

them in my scanning.

Lets say vou want to find servers running the "Apache’ web daemon. A simple attempt would
be to use:

apache

How about finding onby apache servers running version 2.2.37

apache 2.2.3
“ou can alzo narrow down the resultz using the following search parameters:

country: 2-letter country code

hostname:full or partial host name

net!F range using CIOR notation (ex; 18.7.7.0/24 )
port21, 22 23 or 80

For example: get all web (port:20) hosts running ‘apache’ in switzerland (country:CH) that also
hawe ".ch’ in any of their domain names:

apache country:CH port:30 hostname:.ch

Hawe fun using SHODAN and use the feedback button on the right to let me know about
prablems or new feature requests.






=

2%
8. 0

..




% SHODAN

¥

Home Search Directory Data Analytics/ Exports Developer Center

EXPOSE ONLINE DEVICES. ..

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

S ——

TAKE A TOUR

Popular Search Queries:

FoLLow ME

|

~ . DEVELOPER API r‘ LEARN MORE
NA database with Python, Perl or Ruby h

&

IN THE PRESS

'Shodan for Penetration Testers' It's a reminder to many to know what's

Shodan pinpoints shoddy industrial It greatly lowers the technical bar
controls. needed 1o canvas the Internet... presented at DEF CON 18 on your network...
The A Register’ threat(pos DEFCN dark READING
Wy e R Wt Bwi 1Y ’ . .ot P A -
Shodan is the Google for hackers. Shodan vereinfacht die Suche nach Firmen offnen Stuxnet und Co. selbst  Computerangriffe werden einfacher.

SCADA-Systeme erheblich... die Tiir. Zumindest fiir die Nutzer von Shodan.
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OpenSSH
55H
S5H-2.8-0pens5H_5.5pl Debian-G+squeezeld
mt-daapd DAAP
HTTP

HTTP/1.8 484 Not Found

Date: 5at, 19 Apr 2814 22:25:48 GMT

Content-Length: 8

Content-Type: text/plain; charset=I50-8359-1
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SERVICES BY THE NUMBERS
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550 MILLION DEVICES



2+ BILLION PER MONTH



EMBEDDED DEVICES

disneyscreencaps.com
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wovmvthofficec £ 128.233.60 226

HP Color LaserJet 3600

invent
Home 1[ Networking
Device Info .
Select Language DEV|Ce InfO
Device: HF Color Laserdet 3600
Other Links Page Count: 25613
%ﬂ . Status: ORDER CYAN CARTRIDGE
ﬁ%e Host Name: wevm-thofficec

System Up Time: 07h:32m:27s
System Contact:
System Location:

HP JetDirect: JT973E
Firmware Version: V.30.31

IP Address L

Hardware Address: 0014334458EC
Admin Password: <Mot Set=

Refre:



= iumega' ix2-200-THUUTP - Home Page

an EMC compamy

Slideshow Content

Quick Search E

B ® & & ® W

Backups Documents Movies Music Pictures TimeMachine



Congratulations!
You have a web server minning on vour iPhone under ~var/www/

You can place an index html in ~var/www! and enjov!



View Detail Data Configure Business Dav Deposit Vend BiComm Safe Quick Reference

Store:
001944

e el B BOEENE
-[]?:46 Cache TRLHEIII

Last Update:

UNENOWN
Armor Safe Technologies (800)835-6011 Armor Safe Technologies

V3.2
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May“i“e 01-May-13 10:34 PM CDT Current Temperature: 45.28 9F
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