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Roadmap

ÅAutonomous Vehicles

ÅHacking Sensors

ÅOur Attacks
ðUltrasonic sensors

ðMMW radars

ðCameras

ÅDiscussion
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The Car Hacking History

- Car  ===>  CAN bus hacking 

- Connected car  ===>  Telematics hacking 

- Autonomous car  ===>  Automatic system hacking
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What is Autonomous Vehicle?
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Source: Michael Aeberhard, BMW Group Research and Technology



Levels of Driving Automation
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Sensors in automated driving system

7Source:Michael Aeberhard, BMW Group Research and Technology
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Automatic Driving Applications



Sensors for Self-Driving
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Source: Texas Instruments

Ultrasonic Sensors
Limited to proximity, low speed manoeuvres.

Cameras
Senses reflected light, 

limited when dark.

Sees colour, so can be 

used to read signs, 

signals, etc.

LiDAR
Emits light, so darkness not an issue. Some 

weather limitation.

Radar
Works in low light & poor weather, but lower resolution.



Vehicle Controllers
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Electric Power Steering

ElectronicThrottle 

ElectronicBrake 



Howto Hack Sensors?

Automated System Control

HMI Display

Sensors

Spoofing

Jamming

MMW Radars

Blinding

Cameras

Ultrasonic Sensors

Spoofing

Jamming
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Tesla Autopilot
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Autosteer

Autopark

Summon

Auto Lane Change

Traffic-Aware Cruise Control



Tesla: A Tragic Loss

ÅFirst fatal crash while using 
Autopilot on May 7, 2016.

ÅReliability of sensors.
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Source: The New York Times

First Tesla Accident in China Caused by Autopilot 



Existing Sensors on Tesla Model S
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One camera
A forward looking camera is mounted 

on the windshield under the rear view 

mirror.

12 ultrasonic sensors
Ultrasonic sensors are located near 

the front and rear bumpers.

One MMW Radar

A Mediumrange Radar is mounted in 

the front grill.



HMI Display Mistakes ðDemo on Tesla

15



16

Control Mistakes ðDemo on Tesla



Attacking Ultrasonic Sensors
On Tesla, Audi, Volkswagen, and Ford
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Ultrasonic Sensor

What is ultrasonic sensor?

ÅMeasures distance

ÅProximity sensor  (< 2m)

ÅApplications
ðParking assistance

ðParking space detection

ðSelf parking

ðTeslaõs summon
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Parking assistance & Distance display
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Misuse 1: The car doesnõt stop while it should.
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Why doesnõt 
the car stop??
Oh NOOO!!!

Hey! Mind 
the glass!!!



Misuse1: The car doesnõt stop while it should.
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Misuse 2: The car stops while it shouldnõt.
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Is it cursed?! 
Why the car 
canõt park in??



How do ultrasonic sensors work?

ÅEmit ultrasound and receive echoes

ÅPiezoelectric Effect

ÅMeasure the propagation time (Time of Flight)

ÅCalculate the distance
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: propagation time of echoes 

: velocity of sound in air

Ultrasonic
Sensor

Distance

Electrical signal



Attacking ultrasonic sensors

Attacks:

ÅJamming ðgenerates ultrasonic noises ðdenial of service

ÅSpoofing ðcrafts fake ultrasonic echo pulses ðalters distance

ÅQuieting ðdiminishes original ultrasonic echoes ðhides obstacles

Equipment:

ÅUltrasonic transducers ($0.4) ðemit ultrasound

ÅSignal suppliers ðgenerate excitation signals
ðArduino ($24.95)

ðSignal generator (~$20)
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Jamming Attack

ÅBasic Idea:
ðInjecting ultrasonic noises

ðAt resonant frequency (40 ð50 kHz)

ðCausing Denial of Service

ÅTested ultrasonic sensors:
ðIn laboratories: 8 models of stand-alone ultrasonic sensors

ðOutdoors: Tesla, Audi, Volkswagen, Ford
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Jamming Attack ðin lab

Å8 models of ultrasonic sensors
ðHC-SR04

ðSRF01

ðSRF05

ðMaxSonarMB1200

ðJSN-SR04T

ðFreeCarsV4

ðGrove ultrasonic ranger

ðAudi Q3 sensors

ÅSensor reading
ðZerodistance

ðMaximumdistance
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No jamming

Received electrical signals at the sensor

Excitation 
pulse

Echo pulses

Weak
Jamming

Noises

Next cycle

Strong
Jamming

Noises



How should cars behave
to jamming?

Zerodistance? 

or 

Maximumdistance?
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Jamming Attack ðon vehicles

Å4 different vehicles
ðAudi Q3

ðVolkswagen Tiguan

ðFord Fiesta

ðTesla Model S

ÅSelf parking

ÅSummon

ÅResults
ðMaximumdistance
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Experiment setup on Tesla Model S



Jamming Attack ðDemo on Audi
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Jamming hides obstacles.



Jamming Attack ðResults

ÅOn ultrasonic sensors
ðZero or maximum distance

ÅOn vehicleswith parking assistance
ðMaximum distance

ÅOn self-parking and summon?
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Tesla Normal Tesla Jammed

Audi Normal Audi Jammed



Jamming Attack ðDemo on Tesla Summon
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Jamming hides obstacles.



Jamming Attack ðDemo on Tesla Summon
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The interferer was hit & stopped working.

Jamming distance can be increased.



Jamming Attack ðResults

ÅOn ultrasonic sensors
ðZero or maximum distance

ÅOn vehicleswith parking assistance
ðMaximum distance

ÅOn self-parking and summon
ðCardoes not stop under strong jamming!
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Tesla Normal Tesla Jammed

Audi Normal Audi Jammed



Why Zero or Max distance?

Different sensor designs

ÅZero distance
ðCompare with a fixed threshold

ÅMaximum distance
Application Specific IC!
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Threshold



Why Zero or Max distance?

Different sensor designs

ÅZero distance
ðCompare with a fixed threshold

ÅMaximum distance
ðAdaptive threshold (Noise Suppression)
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No jamming
Excitation 
pulse

Echo pulses

Time of flight

Weak 
Jamming 

Increased noise floor

Strong
Jamming

Overwhelmed by noise



Spoofing Attack

Basic Idea

ÅInjecting ultrasonic pulses

ÅAt certain time

Non-trivial

ÅOnly the first justifiable 

echo will be processed

ÅEffective time slot
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Effective time slot



Spoofing Attack ðDemo on Tesla
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Spoofing alters distance.



Spoofing Attack ðDemo on Audi
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Spoofing alters distance.



Spoofing Attack ðResults

ÅManipulate sensor readings
ðOn stand-alone ultrasonic sensors

ðOn cars

39

Tesla Normal Tesla Spoofed Audi Spoofed

Parking Aid



Acoustic Quieting

ÅAcoustic Cancellation
ðCancel original sound with 

ones of reversed phase

ðMinor phase and

amplitude adjustment

ÅCloaking 
ðSound absorbing materials

(e.g., damping foams ($3/m2))

ðSame effect as jamming!
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Cloaking Car ðDemo
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Cloaking hides car.



Cloaking Human ðDemo
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Cloaking hides human.



Invisible car! Invisible man! Invisible glass! 
Whee!
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Bat Unfriendly Glass



Attacking Millimeter Wave Radars
On Tesla Model S
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Millimeter Wave Radar
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What is MMW Radar?

ÅMeasures distance, angle, speed, shape

ÅShort to long range sensing (30-250m)

ÅApplications
ðAdaptive Cruise Control (ACC)

ðCollision Avoidance

ðBlind Spot Detection



Misuse 1: The car doesnõt stop while it should.
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Why doesnõt 
the car stop??
Oh NOOO!!!



Misuse 2: The car stops while it shouldnõt.
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NO! 
Donõt stop!!!

Iõll catch you!



How do MMW Radars work?

ÅTransmit and receive millimeter electromagnetic waves 

ÅMeasure the propagation time

ÅModulation
ðAmplitude

ðFrequency (FMCW)

ðPhase

ÅDoppler Effect

ÅFrequency Bands:
ð24 GHz

ð76-77 GHz
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Block diagram of a bistaticRadar with frequency modulation
(Source: H. Winner, Handbook of Driver Assistance Systems)



Frequency Modulated Continuous Wave (FMCW)
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MMW Radar ðTo be discovered

#1. Understand Radar signal ðSignal Analysis
ðFrequency range

ðModulation process

ðRamp height (bandwidth)

ðRamps (number, duration)

ðCycle time

#2. Jamming Attack
ðFeasible?

ðWhat jamming signal?

#3. Spoofing Attack
ðFeasible?
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The MMW Radar on Tesla Model S



Attacking MMW Radar ðSetup

ÅSignal Analysis

ÅJamming Attack

ÅSpoofing Attack

ÅEquipment: 
ðTesla Model S Radar (A)

ðSignal analyzer (C)

ðHarmonic mixer (E)

ðOscilloscope (B)

ðSignal generator (D)

ðFrequency multiplier (E)
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MMW Radar Signal Analysis

ÅCenter frequency: 76.65 GHz

ÅBandwidth: 450 MHz

ÅModulation: FMCW

ÅRadar chirp details é
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Harmonic
Mixer

Signal
Analyzer

Oscilloscope

Frequency domain
analysis

Time domain
analysis

Real-time spectrum on signal analyzer


