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The Car Hacking History

- Car ===> CAN bus hacking
- Connected car ===>

- Autonomous car

Telematics hacking
> Automatic system hacking
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What iIs Autonomous Vehicle?

00.00 MPH
CTE: +0.18 m
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Levels of Driving Automation
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SeHDriving Car
(in experiment)
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Assistance Systc...
(ADAS)

AUTOMATED DRIVING SYSTEM
MONITORS DRIVING ENVIRONMENT
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Sensors in automated driving system
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Autonomous Lane Keeping Autonomous Lane Change Autonomous Overtaking
Autonomous Distance Control

Autonomous Highway Merge Autonomous Highway Exit Autonomous Interchange
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Sensors for Sebriving

Radar
LiDAR Works in low light & poor weather, but lower resolutic

Emits light, so darkness not an $eue
weather limitatiog.

Cameras
Senses reflected lig
limited when dark.

Sees colour, so can be
used to read signs, Adaptive S

; Pedestrian Detection Park Assistance/
Cruise Control

sign als , efc. Collision Avoidance ‘ . LEEIE Surround View

/Collision
Warning

Surround View

Traffic Sign
Recognition

Ultrasonic Sensors
Limited to proximity, low speed mano€

B Long-Range Radar
I LIDAR
Camera
B Short-/Medium Range Radar
M Ultrasound

VIes.

Surround View

Source: Texas Instruments



Vehicle Controllers

Electroni®rake

Electronid@ hrottle
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Howto Hack Sensors?

AutomateByste

Ultrasonic Sensors Representations and Fusion

o

T Jamming
2 7 ==

MMW Radars
| 1 i

Cameras




Tesla Autoplilot

Auto Lane Change
Traffic-Aware Cruise Control
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Tesla: A Tragic Los:

US 25 Trailer turns left
in front of the Tesla

AFirst fatal crash while using 3 .0
AUtOpiIOt On May 7, 2016. Tesla doesn’t stop, 0 ‘,-jy \
. hitting the trail 7
AReliability of sensors. ishphlos gy o ¥
under it Tesla
veers off 2
& | road and strikes "*. T
two fences and a R Y 2
power pole

Source: The New York Times

First Tesla Accident in China Caused by Autopilot
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Existing Sensors on Tesla Model S

One MMW Radar

A Mediumangdradar is mounted in

: L] — —

the front grill. = /A\N.
One camera \\.
A forward looking camera is mounted| ])
on the windshield under the rea ®
mirrar //

#

e /L Lf/ %

12 ultrasonic sensors d/
Ultrasonic sensors are locateddfiear
the front and rear bumpers.
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Attacking Ultrasonic Sensors

On Tesla, Audi, Volkswagen, and Ford
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Ultrasonic Sensor

What Is ultrasonic sensor?
AMeasuredistance
AProximity sensor (< 2m)

AApplications
d Parking assistance
d Parking space detection
d Self parking

OdTes|l ads s ummé&E
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Why doe
the car stop??
Oh NOOO!!

Hey! Mind
the glass!!!
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How do ultrasonic sensors work?

AEmit ultrasound and receive echoes
APiezoelectric Effect
AMeasure the propagation time (Time of Flight)

ACalculate the distancd = 0.5 - t. - ¢ t.. : propagation time of echoes
¢ . velocity of sound in air
Electrical signal
Transmitter Receiver
pulse pulse ~_
) ( {
Distance d
< »l

L—Propagation time t ———
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Attacking ultrasonic sensors

Attacks:

AJammind generates ultrasonic nois@slenial of service
ASpoofing crafts fake ultrasonic echo pul8esters distance
AQuietingd diminishes original ultrasonic ech@dsdes obstacles

Equipment:
AUItrasonic transducers ($0&pemit ultrasound

ASignal supplier8 generate excitation signals
d Arduino ($24.95)
d Signal generator (~$20)

24



Jamming Attack

Transmitter pulse Echo pulse
ABaSIC Idea: Sensor: ‘ ’ W
. . : : 1

d Injectingltrasonic noises TN e g mmeemmmees w
d At resonant frequencyd80 kHz)
d CausinQenial of Service Anfealerer:

jamming

Sensor:

jammed

ATested ultrasonic sensors:

d In laboratories: 8 models of -slane ultrasonic sensors
0 Outdoors: Tesla, Audi, Volkswagen, Ford
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Jamming Attackin lab

A8 models of ultrasonic sensors Exmtaﬂon "Echo pulses - Next cyclemms

Recelved electrical S|gnals at the sensor

d HESRO04

d SRFO1

d SRFO05

0 MaxSonktB1200

d JSPNSR0O4T

0 FreeCamt

d Grove ultrasonic ranger
d Audi Q3 sensors

ASensor reading
0 Zerodistance
0 Maximundistance

No jammingj
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How should cars behave
to Jamming?

Zeradistance?
or
Maximumstance?
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Jamming Attagkon vehicles

A4 different vehicles
o0 Audi Q3
0 Volkswagdmnguan
0 Ford Fiesta
0 Tesla Model S
ASelf parking
ASummon

AResults
o Maximundistance

Experiment setup on Tesla Model S
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Ultrasonic

- SEC1NSOr

Jamming hides obstacl
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Jamming AttadkResults

AOn ultrasonic sensors
d Zero or maximdrstance

AOnvehicleswvith parking assistance
0 Maximudistance

AOn selparking and summon?

Mote: If a sensor is unable to provide
feedback, the instrument panel displays an
alert message.

o
g ) 197%0 »

Tesla Normal

Tesla Jammed
30



Jamming hides obstacle
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Jamming AttaékDemo on Tesla Summon

?

The Interferer was hit & stopped working.

Jamming distance can be increased.

ol o

the interferer. Tesla Model S.

32



Jamming AttadkResults

AOn seliparking and summon
d Cadoes not stamder strong jamming

o
g ) 197%0 »

Tesla Normal Tesla Jammed
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Different sensor designs

.T.F_

AZero distance ™

d Compare withixaed threshold

AMaximum distance
Application Specific IC!
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Different sensor designs Time of fligl
AZero distance |

No jamming

Excitation” \ A Echo pulses

0 Compare witibaed threshold |
AMaximum distance —— VRS i

0 Adaptive thresh{ibise Suppression)

[18%Sonar MB 11200 /
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Overwhelmed by noise



Spoofing Attack
Basic Idea sewer:_J UL W_

Transmitter pulse Original echo

<+——— [, :time of propagation ———»

Alnjecting ultrasonic pulses

. . Interferer:
AAt certain time spoofing W
< . Fake echo  Origigal echo
NOHtrIVIa| spoofed M_
distance 1

AOnly the first justifiable ~—— Spoofed fe ———
echo will be processed

. . Fake echo Origigal echo
AEffective time slot Sensor: NW\/”
spoofed =
distance 2 B —
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Spoofing Attack Demo on Tesla

Spoofing alters disténc

An ultrasonic
interferer
wired to

a computer.
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Spoofing alters distanc

e

Nothing is in front of the car.




Spoofing Attacl Results

AManipulate sensor readings
d On standlone ultrasonic sensors
d On cars

& EHBh) R 5
Parking Aid

i i — -

A HEERLEN!

Tesla Normal Tesla Spoofed Audi Spoofed
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Acoustic Quieting

Transmitter pulse Echo pulse

AAcoustic Cancellation ST NV\M

d Cancel original sound wit| nermal
ones ofeversed phase
_ Interferer:
d Minor phase and cancelling
amplitude adjustment

<«—— {,:time of propagation ——»

Sensor:
cancelled

ACloaking
& Sound absorbing materials ..
(e.g., damping foams ($B/m
0 Same effect as jamming!
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Cloaking HumaDemo
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Wheé
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Attacking Millimeter Wave Radars

On Tesla Model S
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Millimeter Wave Radar

What is MMW Radar?
AMeasuredistanceangle speed shape
AShort to long range sensing (260m)

AApplications
d Adaptive Cruise Control (ACC)
d Collision Avoidance
0 Blind Spot Detection

Construction of the Bosch RADAR sensors MRR and LRR3 (Source: Bosch)
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Wh y
the car stop??
Oh NOOO!!
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MI suse 2: The <car St

NO!
Donot Jtop! ! !

5 e

47



How do MMW Radars work?

ATransmit and receive millimeter electromagnetic waves

AMeasure the propagation tim= |j.cecontrolied

AModulation 5 °‘°‘°'"at°rf>_ Frequency| |
5 Amplitude MTxAntenna - i :
3 FrequencyIC Bistatic
6Ph6?se yuew FM-Radar
\\Rx-Antenna . <4 ‘ |
ADoppler Effect > ®~ 2 [170° [ 7T

AFrequency Bands:

Mixer  Amplifier

Low-pass
d 24 GHz P
Block diagram of distatic Radar with frequency modulation
6 76‘77 G H Z (gource: H. Winner, Handbook of Driver AsgistanceySystems)
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Frequency Modulated Continuous Wave (FM(

> A |
O Transmitted  ........Y.... ne
O |76.6GHz signal == slope
3 NS s \
LL R
0ol Doppler shift

RV
" Difference Frequency

& . A v

<
P(fy)

Received
signal

t Gbnpte Time f
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MMW RadariTo be discovered

#1. Understand Radar sigdabignal Analysis
0 Frequency range
d Modulation process -
d Ramp height (bandwidth)
d Ramps (number, duration)
0 Cycle time

#2. Jamming Attack
0 Feasible?
d What jamming signal?

#3. Spoofing Attack

]

d Feasible? The MMW Radar on Tesla Model S

50
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Attacking MMW Rad&etup

ASignal Analysis
AJamming Attack
ASpoofing Attack

AEquipment: A\ KEYsiGHT
0 Tesla Model S Radar (A)
d Signal analyzer (C)
d Harmonic mixer (E)
0 Oscilloscope (B)
d Signal generator (D) M
d Frequency multiplier (E) §

ATY AL
i)




MMW Radar Signal Analysis

v/

Harmonic Signal
Mixer Analyzer

\'4

—>1 Oscilloscops

Frequency domain Time domain
analysis analysis

ACenter frequency: 76.65 GHz
ABandwidth: 450 MHz

AModulation: FMCW

ARadar chirp det ai

| s é

Realtime spectrum on signal analyzer
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