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Why?
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Windows RPC Programming Model



5

Architectural Overview
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Interface Definition Language (IDL)
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typedef struct _MYSTRUCT {
DWORD a;
LONGLONG b;

} MYSTRUCT;

[
uuid(4870536E-23FA-4CD5-9637-3F1A1699D3DC),
version(1.0),

]
interface RpcServer 
{

boolean Func1([in] handle_t hBinding, [string] const wchar_t* name); 
boolean Func2([in] handle_t hBinding, [out] MYSTRUCT* abc);

}

RPC Interface 
GUID and Version

RPC functions



MIDL Compiler
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server.idl

server_s.c

server_c.c

MIDL.EXE
Server Stub

Client Proxy

C/H

IDL

C/H
C:\> midl <options> server.idl



Auto-generated Server Definition Information
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struct RPC_SERVER_INTERFACE {
unsigned int Length;
RPC_SYNTAX_IDENTIFIER InterfaceId;
RPC_SYNTAX_IDENTIFIER TransferSyntax;
// ...
void const* InterpreterInfo;
}

struct MIDL_SERVER_INFO {
// ...
const SERVER_ROUTINE* DispatchTable;
PFORMAT_STRING        ProcString;
const unsigned short* FmtStringOffset;
// ...

}

RPC Interface 
GUID and Version

Transfer Syntax
DCE: 8A885D04-1CEB-11C9-9FE8-08002B104860
NDR64: 71710533-BEBA-4937-8319-B5DBEF9CCC36

Server NDR 
Format String



Example NDR Format String
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int Func([in] handle_t h, [in] int i, [out] int* o);

/*  8 */ NdrFcShort( 0x20 ), /* X64 Stack size/offset = 32 */

/* 10 */ 0x32, 0x0 /* FC_BIND_PRIMITIVE */
/* 12 */ NdrFcShort( 0x0 ), /* X64 Stack size/offset = 0 */
// ...

/* 30 */ NdrFcShort( 0x48 ), /* Flags:  in, base type, */
/* 32 */ NdrFcShort( 0x8 ), /* X64 Stack size/offset = 8 */
/* 34 */ 0x8, 0x0 /* FC_LONG */

/* 36 */ NdrFcShort( 0x2150 ), /* Flags:  out, base type, simple ref */
/* 38 */ NdrFcShort( 0x10 ), /* X64 Stack size/offset = 16 */
/* 40 */ 0x8, 0x0 /* FC_LONG */

/* 42 */ NdrFcShort( 0x70 ), /* Flags:  out, return, base type, */
/* 44 */ NdrFcShort( 0x18 ), /* X64 Stack size/offset = 24 */
/* 46 */ 0x8, 0x0 /* FC_LONG */

Total stack 
size.



Structure Marshalling
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struct DATA {
BYTE a;
WORD b;
BYTE c;
DWORD d;

};

0x15, /* FC_STRUCT */
0x3, /* Alignment-1 (3) */
NdrFcShort( 0xc ), /* Total Size (12) */
NdrFcShort( 0x20 ), /* Member Offset */

0x1, /* FC_BYTE */
0x3d, /* FC_STRUCTPAD1 */
0x6, /* FC_SHORT */
0x1, /* FC_BYTE */
0x3f, /* FC_STRUCTPAD3 */
0x8, /* FC_LONG */
0x5b, /* FC_END */

Padding

Terminator



Client Implementation (32 bit)
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int Func( 
/* [in] */ handle_t h,
/* [in] */ int i,
/* [out] */ int *o)

{

CLIENT_CALL_RETURN _RetVal;

_RetVal = NdrClientCall2(
(PMIDL_STUB_DESC)&RpcServer_StubDesc,
(PFORMAT_STRING)&ProcFormatString.Format[0],
(unsigned char *)&h);

return (int)_RetVal.Simple;   

Pass pointer to first 
parameter on stack.

Implemented in 
RPCRT4.DLL



Implementing in .NET
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Parse IDL Directly
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client.cs

“.NET” 

MIDL

C#

client.ps1

server.idl

IDL



Final Choice - Parse From DLL/EXE
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server.idl

client.cs

.NET Tooling

C#

DLL 
/ 

EXE

client.ps1



RpcView

15https://github.com/silverf0x/RpcView



Replace RPCRT4Replace MIDL

Managed Implementation
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RPC/NDR Parser ALPC/RPC Client
NDR Marshal 

Engine



RPCForge and PythonForWindows

18https://github.com/sogeti-esec-lab/RPCForge



Implementing RPC/NDR Parser
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struct RPC_SERVER_INTERFACE {
unsigned int Length;
RPC_SYNTAX_IDENTIFIER InterfaceId;
RPC_SYNTAX_IDENTIFIER TransferSyntax;
PRPC_DISPATCH_TABLE DispatchTable;
unsigned int RpcProtseqEndpointCount;
PRPC_PROTSEQ_ENDPOINT RpcProtseqEndpoint;
void *DefaultManagerEpv;
void const *InterpreterInfo;

}

Finding RPC Server Interfaces

20

Inline GUID 
value

Pointer to 
MIDL_SERVER_INFO



Brute Force Search.
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IEnumerable<long> FindRpcServerInterfaces(byte[] rdata) {
foreach (int ofs in FindBytes(rdata, DCE_TransferSyntax)) {

int size = Is64BitProcess ? 0x60 : 0x44;
if (size != BitConverter.ToInt32(rdata, ofs - 24))

continue;

if (Is64BitProcess)
yield return BitConverter.ToInt64(rdata, ofs + 20);

else
yield return BitConverter.ToInt32(rdata, ofs + 20);

}
}

Find inline DCE transfer syntax 
GUID in image section data.

Sanity checks.

Read MIDL_SERVER_INFO pointer



Existing Documentation
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No longer in a current 
Windows SDK



Searching for the File
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Reconstructing NDR Format Characters
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Iterative Approach
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Implement 

Known 

NDR Byte 

Codes

Parse all 

RPC 

Servers

Reverse 

Engineer

Failures



Incorrectly Documented Byte Codes
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Value is 0xB1 in some headers available (actually FC_HARD_STRUCT).

Based on COMBASE this is FC_FORCED_BOGUS_STRUCT with a 
different structure.



Undocumented Byte Codes
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FC_UNUSED4 (0x3C) became 
FC_SYSTEM_HANDLE in Windows 8.

interface IChakraJIT {
HRESULT ConnectProcessWithProcessHandle(

[in] handle_t binding,
[in, system_handle(sh_process, 1)] HANDLE processHandle

);
}

Type of 
handle

Optional 
Desired Access

0x3c, /* FC_SYSTEM_HANDLE */
0x4, /* 4 (Type) */
NdrFcLong( 0x1 ),  /* 1 (Access Mask) */ 



PS> Get-RpcServer "c:\windows\system32\rpcss.dll"

Carve out the RPC services in RPCSS.DLL

PS> ls "c:\windows\system32\*.dll" | Get-RpcServer

Enumerate all DLLs in system32 and extract RPC servers.

PS> Set-GlobalSymbolResolver "c:\dbg\dbghelp.dll" 

Sets the global symbol resolver to use WinDBG’s DBGHELP

PS> $rpc_server | Format-RpcServer

Format an RPC endpoint as text.

29



Implementing NDR Marshaller
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Going to the Standards
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https://publications.opengroup.org/c706

Chapter 14 Transfer Syntax NDR



Lots of Types to Implement
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Arrays
Fixed

Varying
Conformant

Conformant Varying

Strings
Fixed ANSI

Fixed Unicode
Varying

Conformant

Pointers
Reference

Unique
Full

Embedded

Primitive Types
Signed Integers

Unsigned Integers
Booleans

ENUM16 + ENUM32

Miscellaneous
Context Handles
System Handles

Interface Pointers
Pipes



Undocumented NDR Types - System Handle
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0x3c, /* FC_SYSTEM_HANDLE */
0x4, /* 4 (Type) */
NdrFcLong( 0x1 ),  /* 1 (Access Mask) */ 

0 0 NULL

32 bit 32 bit (Win10+)

N
Sequence Number

0 0x1234

32 bit 32 bit (Win10+)



Unions

Complex
Structure

Conformant
Structure

Simple 
Structure

So Many Structures
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Simple
Simple 

with Pointers

Conformant
Conformant 
with Pointers

Conformant 
Varying

“Bogus” “Forced Bogus”

Non-
Encapsulated

Non-
Encapsulated



Structures with Pointers
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struct NAME_ENTRY {
[string] LPWSTR Name;
DWORD Flags;

};

Name (WCHAR Characters) Flags
Marshalled 
like this?

Name (WCHAR Characters)Flags
Referent
(Name)



Arrays of Structures with Pointers
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struct NAME_ENTRY {
[string] LPWSTR Name;
DWORD Flags;

} ARR[2]; Marshalled 
like this?

Name[0]Flags[0]Referent[0] Name[1]Flags[1]Referent[1]

Flags[0]Referent[0] Flags[1]Referent[1] Name[0] Name[1]



Implementing the ALPC Client
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Implementing ALPC/RPC Transport

39https://pacsec.jp/psj17/PSJ2017_Rouault_Imbert_alpc_rpc_pacsec.pdf



Fair Amount Unknown
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class ALPC_RPC_BIND(ctypes.Structure):
_fields_ = [
("request_type", gdef.DWORD),
("UNK1", gdef.DWORD),
("UNK2", gdef.DWORD),
("target", gdef.RPC_IF_ID),
("flags", gdef.DWORD),
("if_nb_ndr32", gdef.USHORT),
("if_nb_ndr64", gdef.USHORT),
("if_nb_unkn", gdef.USHORT),
("PAD", gdef.USHORT),
("register_multiple_syntax", gdef.DWORD),
("use_flow", gdef.DWORD),
("UNK5", gdef.DWORD),
("maybe_flow_id", gdef.DWORD),
("UNK7", gdef.DWORD),
("some_context_id", gdef.DWORD),
("UNK9", gdef.DWORD),

]

KNOW_REQUEST_TYPE = 
gdef.FlagMapper(

gdef.RPC_REQUEST_TYPE_CALL,
gdef.RPC_REQUEST_TYPE_BIND)

KNOW_RESPONSE_TYPE =
gdef.FlagMapper(
gdef.RPC_RESPONSE_TYPE_FAIL,
gdef.RPC_RESPONSE_TYPE_SUCCESS,
gdef.RPC_RESPONSE_TYPE_BIND_OK)



A Simple Alex Ionescu Trick
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Windows 8.1 Checked Build Debug Strings

Flag names

Structure names 
and sizes



Cleaned up Bind
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struct LRPC_BIND_MESSAGE {
public LRPC_HEADER Header;
public int RpcStatus;
public RPC_SYNTAX_IDENTIFIER Interface;
public TransferSyntaxSetFlags TransferSyntaxSet;
public short DceNdrSyntaxIdentifier;
public short Ndr64SyntaxIdentifier;
public short FakeNdr64SyntaxIdentifier;
public bool RegisterMultipleSyntax;
public bool UseFlowId;
public long FlowId;
public int ContextId;

}

struct LRPC_HEADER {
public LRPC_MESSAGE_TYPE MessageType;
public int Padding;

}

enum LRPC_MESSAGE_TYPE {
lmtRequest = 0,
lmtBind = 1,
lmtFault = 2,
lmtResponse = 3,
lmtCancel = 4,
lmtReservedMessage = 5
lmtCallbackAck = 7,
lmtCallbackNack = 8,
lmtCallbackRequest = 9,
lmtCallbackReply = 10,
lmtCallbackFault = 11,
lmtPipePull = 12,
lmtPipeAck = 13

}



Finding the ALPC Port
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RPC_STATUS RpcEpResolveBinding(

RPC_BINDING_HANDLE Binding,

RPC_IF_HANDLE IfSpec

);

using (var dir = NtDirectory.Open(@"\RPC Control")) {

foreach (var port in dir.Query()) {

try {

using (var server = new RpcClient(

interface_id, interface_version)) {

server.Connect(port.Name);

return port.Name;

}

}  catch {}

}

}

Query the Endpoint Mapper

Brute
Force



Generating C# Code
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Mapping Types

Type IDL C# (In) C# (Out) C# (In/Out)

Primitive int int out int ref int

Structure GUID* Guid out Guid ref Guid

String ANSI [string] char* string out string ref string

String Unicode [string] wchar_t* string out string ref string

Unique Pointer [unique] GUID* Nullable<Guid> out Nullable<Guid> ref Nullable<Guid>

Unique Pointer [unique] char* string out string ref string

Array BYTE[] byte[] out byte[] ref byte[]

Binding Handle handle_t REMOVED N/A N/A

Context Handle CUSTOM* NdrContextHandle out NdrContextHandle ref NdrContextHandle

System Handle HANDLE NtFile out NtFile ref NtFile



Simple Example
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int Func([in] handle_t h, [in] int i, [out] int* o);

int Func(int p0, out int p1) {

NdrMarshalBuffer m = new NdrMarshalBuffer();

m.WriteInt32(p0);

NdrUnmarshalBuffer u = SendReceive(1, m);

p1 = u.ReadInt32();

return u.ReadInt32();

} Procedure Number



Dealing with Out Parameters in PowerShell
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PS> $p1 = 0
PS> $client.Func(1234, [ref]$p1)

Func_Ret Func(int p0) {

var m = new NdrMarshalBuffer();

m.WriteInt32(p0);

var u = SendReceive(1, m);

Func_Ret r = new Func_Ret();

r.p1 = u.ReadInt32();

r.retval = u.ReadInt32();

return r;

}

struct Func_Ret {

public int p1;

public int retval;

}



PS> Connect-RpcClient $client

Connect an RPC client, try and lookup ALPC port from Endpoint Mapper

PS> Connect-RpcClient $client -FindAlpcPort

Connect an RPC client, try and lookup ALPC port by brute force.

PS> $client = Get-RpcClient $rpc_server

General and compile a client for a parsed RPC server. 

PS> $rpc | Format-RpcClient -OutputPath "c:\out"

Format one or more RPC servers as a C# a write to c:\out.

49PS> $client.New.Struct_1()

Constructors for “Struct_1” exposed off client’s “New” Property



Use Cases
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Find New Windows RPC Apis

Windows 10 1809

RPC Servers

Windows 10 1903

RPC Servers

Compare-RpcServer

New + Modified

RPC Servers



Fuzzing
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static void FuzzCall(RpcClientBase client) {

MethodInfo[] mis = client.GetType()

.GetMethods(BindingFlags.DeclaredOnly);

foreach (var mi in mis) {

List<object> ps = new List<object>();

foreach (var pi in mi.GetParameters()) {

ps.Add(FuzzParam(pi));

}

mi.Invoke(client, ps.ToArray());

}

}
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Wrapping Up
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Managed RPC Client All Available Today

https://www.powershellgallery.com/packages/NtObjectManager

https://github.com/googleprojectzero/sandbox-attacksurface-analysis-tools



DEMO
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Possible Future Work

● Implement parsing NDR64 byte code and NDR64 wire format.

● Support Pipes and some misc other types.

● Implement asynchronous support.

● Implement transports for Named Pipes and TCP.

● Add server support.
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